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Introduction 

In February 2012, the Middle Class Tax Relief and Job Creation Act1 was signed into law. The Act created 
the First Responder Network Authority (FirstNet) as an independent authority under the National 
Telecommunications and Information Administration (NTIA) within the U.S. Department of Commerce. 
 
FirstNet was granted the license to 20 megahertz (MHz) of broadband radio spectrum in the 700 MHz 
band and was tasked with building and operating a nationwide public safety broadband network (NPSBN) 
dedicated to the communications needs of public safety responders. In 2016, FirstNet entered into a 
partnership with AT&T, after a competitive procurement process, to build and operate the NPSBN under 
terms and conditions established in a 25-year contract. The contract is confidential and shielded from 
public disclosure; however, it is widely reported and acknowledged that the contract contains metrics for 
AT&T to meet regarding network adoption, in the form of a number of connections brought onto the 
network.  
 
To avoid pecuniary penalties for failing to meet these metrics, AT&T has placed a large focus on engaging 
with public safety agencies and entities, exclusive of emergency communication centers (ECCs), to drive 
NPSBN adoption. With the focus on driving those agency adoptions, the ECCs that serve public safety—
including public safety answering points (PSAPs), emergency operations centers (EOCs) and fusion 
centers—have not received a great deal of attention from FirstNet/AT&T regarding integration with the 
NPSBN until recently. Because FirstNet and AT&T have begun to engage ECCs concerning integration 
with the NPSBN, the Arizona Department of Administration (ADOA) commissioned this document with the 
objective of providing information to ECC directors concerning the critical issues for consideration when 
planning to integrate with the NPSBN. Also examined are issues concerning Next Generation 911 (NG911) 
and the implications of planning for the convergence of the NPSBN and NG911, as many of the issues 
overlap for both networks. 
 
Funded by the State and Local Implementation Grant Program 2.0 (SLIGP 2.0), the Arizona Public Safety 
Broadband Program (Program)—under the auspices of the ADOA and the Arizona Department of Public 
Safety (AZDPS)—assessed the readiness of ECCs in the state for implementation of FirstNet’s NPSBN. A 
representative sample of urban, suburban, and rural ECCs were visited and surveyed. The purpose was to 
gain an understanding of the challenges faced in implementing NG911 and other technologies and the 
integration of such systems with the NPSBN. Another goal was to measure the level of interest in the 
NPSBN and to identify proposed uses of the network as it is deployed throughout the State of Arizona 
(State).  
 
ECC administrators were asked to share their concerns and perceived challenges of integrating the 
NPSBN into their operations. This planning document addresses those challenges along with others that 
have been identified as critical to the integration of the NPSBN with ECC operations. 
 
Below are summaries of those interviews. 
 

                                                   
1 https://www.congress.gov/112/plaws/publ96/PLAW-112publ96.pdf  

https://www.congress.gov/112/plaws/publ96/PLAW-112publ96.pdf
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Maricopa Region 911 
 
The Maricopa Region 911 serves 26 PSAPs in the region, including municipal, county, AZDPS, tribal, 
military, and university facilities. Maricopa Region 911 provides emergency services to more than 4 million 
people in the county—including Phoenix, the country’s fifth-largest city—as well as the city of Apache 
Junction in neighboring Pinal County. The agency handles 70 percent of all 911 calls in the state and hosts 
quarterly PSAP manager meetings and working groups as needed.  
 
Mission Critical Partners (MCP) consultants met with the agency’s leadership, who expressed interest in 
using the NPSBN to support the provisioning of Long-Term Evolution (LTE) service to PSAPs. This would 
provide a redundant path for delivering 911 calls to PSAPs. Maricopa Region 911 recently updated its 
NG911 implementation plan and is in the process of upgrading its 911 call-handling equipment (CHE) with 
an NG911 solution provided by Solacom.  
 
Yavapai County Sheriff’s Office 
 
MCP met with staff of the Yavapai County Sheriff’s Office. To date, the Sheriff’s Office has not invested 
time in planning for the NPSBN due to the network’s lack of coverage in the county. However, they have 
been planning for NG911. 
 
Staff expressed dissatisfaction with AT&T’s coverage. He said that there is no intent to change from 
Verizon. He is more concerned with quality of service than priority or preemption. Staff feels that only 
Urban Area Security Initiative (UASI) areas will embrace the NPSBN.  
 
Gila County Sheriff’s Office 
 
The PSAP manager indicated that the Gila County Sheriff’s Office is just learning about FirstNet and the 
NPSBN. From the survey, they indicated that they do have a five-year strategy because they are very 
dependent on grants for system improvements and technology upgrades. The Sheriff’s Office is part of the 
eastern homeland security group—a board exists that meets and weighs the needs of the agency’s 
requests. The PSAP manager stated that everything the PSAP does is collaborative, including participation 
in quarterly regional PSAP meetings. She added that the NPSBN’s impacts will be on staffing, media 
storage, policies, protocols and data management. 
 
Tucson Fire Department 
 
The meeting was conducted at the Tucson Fire Department’s headquarters. The fire department and 
police department recently combined operations into a single PSAP under a new communication 
department. The fire department previously had served as the primary 911 agency. The fire department 
also dispatches for eight other fire departments in the area. They operate on a Hexagon computer-aided 
dispatch (CAD) system, version 9.4. The city’s information technology (IT) staff assigned to public safety 
seems current and capable of supporting the NPSBN.  
 
The fire department intends to implement fire station alerting and is interested in U.S. Digital’s Phoenix G2 
system.   
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Chandler Police Department 
 
The City of Chandler has contiguous borders with Phoenix. It covers 44 square miles and has a population 
of 250,000. It is served by Maricopa Region 911. The PSAP dispatches for the police department, while 
the fire department is dispatched by the Phoenix Fire Department. 
 
The PSAP uses a Versaterm CAD system—Phoenix’s fire department and Tempe’s police department 
also are on a Versaterm CAD system, though no CAD-to-CAD connectivity exists. 
 
The city uses the state contract for Verizon service at $40 per month per user for unlimited service, with no 
charge for the device. 
 
The representatives had questions about the development and availability of applications. One question 
involved the ability of local IT staff to develop apps for use on the NPSBN.  
 
The department actively participates in regional planning. Multiple committees exist related to existing 
topics—e.g., the Regional Wireless Cooperative (RWC) serves as the executive committee—as well as 
various working groups, including Public Safety Answering Point Managers through the Maricopa 
Association of Governments (MAG), Motorola Trunked Users Group (MTUG), and the UASI Interoperable 
Communications Subcommittee. 
 
Tempe Police Department 
 
The City of Tempe shares borders with Phoenix and Chandler. It covers 40 square miles and has a 
population of 172,000. The population increases by 40 percent daily due to Arizona State University and 
major employers in the city.  
 
The police department operates the primary PSAP and only provides police dispatching. The fire 
department is dispatched by Rural Metro. The police department operates on a Versaterm CAD system; 
web access to the CAD system is not yet available.  
 
The police department has implemented a critical incident stress management (CISM) program for officers. 
The officers can meet voluntarily with psych counselors on a quarterly basis. This can be extended to 
PSAP staff as well. 
 
The police department has implemented text-to-911 service in March 2018 using a third-party application. 
 
The city is investigating the possibility of an alarm company, using drones to respond to alarm activations. 
 
They use Digital Evidence for cloud data storage.  
 
The PSAP manager participates in monthly regional meetings focused on public safety issues and 
participates quarterly in meetings focused on county and regional issues. Other staff members participate 
in meetings focused on regional and county issues on a monthly basis. The PSAP manager and some 
other staff participate at the state and national level on an as-needed basis, but at least once a quarter. 
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FirstNet has been a topic for discussion in all meetings related to public safety based on the anticipated 
impact of the NPSBN on operations. 
 
Hualapai Tribe Department of Emergency Services 
 
The Hualapai Tribe Department of Emergency Services implemented a Spillman CAD system in March 
2018. It continuously works with Mohave County and Hualapai Nation partners, including the Intertribal 
Council of Arizona (ITCA), Mohave County Fire Chiefs Association, and Mohave County Emergency 
Management (which has included the NPSBN in its planning). However, there have been no FirstNet 
conversations within most of these entities.  
 
Comments from their survey regarding FirstNet and the NPSBN include the following:  
 
“Love the capabilities but are concerned with where we are at today with AT&T and their five-year plan. 
Questioning AT&T’s commitment—but the technology is great. Too fresh right now for everyone to 
understand. … Education and outreach will be needed.” 
 
“It is a big advancement for our program. The capabilities are exciting. Would better serve us not only as 
an agency but for those we serve.” 
 
Flagstaff Police Department 
 
The consolidated City of Flagstaff/Coconino County Communications Center is the 911 dispatch center for 
law enforcement, fire, and emergency medical services (EMS) in the city. 
 
In October 2001, an Intergraph Public Safety CAD system went live.  
 
Flagstaff recently transitioned to an 800 MHz digital trunked radio system. 
 
Comments from their survey regarding FirstNet and the NPSBN include the following: 
 
“Participating in regional meeting and committees. Talk about FirstNet at our colocation meetings. But not 
sure if we are moving forward with it, so don't have a plan for it yet. Will be taking information back from 
regional meeting and discussing it. Other PSAPs in the county sometimes come to the meetings. But 
haven't reached out and had a meeting focused on this topic.” 
 
“Always open to new technologies that will improve our ability to serve our citizens. Have concerns with 
coverage that need to be addressed. Not sure how it is going to make what we currently have any better. 
Not sure that FirstNet is going to be bringing in anything that is not coming in anyway.” 
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Overview 

The NPSBN deployment is expected to eliminate many constraints concerning the ability of first 
responders and ECCs to share critical data. Implementation and adoption of the NPSBN and NG911 
systems will enable ECCs to access additional data—including texts, video and images—from citizens and 
first responders, thereby providing a tool that vastly improves situational awareness. This, in turn, will 
enhance first responder safety and their ability to protect citizens and property. Convergence of the 
NPSBN and NG911 is expected to remove most of the constraints regarding data reception and 
retransmission of data. 
 
Multimedia data submitted by persons reporting emergencies and then made available to first responders 
has the potential to improve the efficacy of emergency responses. This will be accomplished in myriad 
ways. First responders—police, fire/rescue, EMS and 911 telecommunicators (call-takers and 
dispatchers)—will be informed of conditions at the scene of an emergency. Information regarding an 
incident from first responders will be shared with other responders, medical facilities and, in some cases, 
the public. In particular, availability of real-time video from first responders creates an opportunity to 
improve the safety of both the responders and the public by improving situational awareness, by having 
remote “eyes” on incidents as they unfold. 
 
This planning document2 is intended to familiarize those who are responsible for ECC operations with the 
technological and operational challenges that can be anticipated when FirstNet’s NPSBN and NG911 
systems converge. Deployment of the NPSBN and NG911 systems make available the network 
technology, capacity, and capability that will permit the sharing of multimedia data (images, video, and 
other digital data) between the public, ECCs, and first responders.  
 
To realize the vision of a converged public safety communications system, material changes will be 
required regarding the technology, systems, processes, policies, and personnel training that exist in ECCs. 
It is the intent of this planning document to outline the steps that may need to be completed to implement a 
functional, converged system taking into consideration these key elements: 
 
• Technical  

− Policy requirements 
− Infrastructure implications 
− Cybersecurity risks 
− Data storage 
− Data analytics 
− Interface development  
− Standards adoption by vendors 

• Operations 
− Policy and procedures 

                                                   
2 Funding for this project was provided by the State and Local Implementation Grant Program (SLIGP) of the National 
Telecommunications and Information Administration as established by Title VI of the Middle Class Tax Relief and Job 
Creation Act of 2012, Public Law 112-96.  
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− Workflows  
− Data analysis 
− Workforce implications 
− Training needs 

• Governance 
− Regulatory and legislative constraints 
− Facilities structural implications 

• Staff Support 
− Personnel development 

• Financial 
− Funding 

 
Multimedia data streams made possible by the NPSBN and NG911 convergence have the potential to 
provide ECCs with unprecedented situational awareness information that will make both 
telecommunicators and first responders more effective and thus improve emergency response. However, 
to fully leverage this capability, ECC managers will be confronted with technical, financial, operational and 
personnel-development challenges. As with implementation of other transformational technologies, there 
will be cultural and procedural changes as well that will need to be anticipated and managed. 
 
This document is neither a needs assessment nor a design for a specific ECC. Rather, it describes how 
converged systems can operate and identifies considerations leading to detailed planning and design. 
 
Planning Guide Objective 
 
The objective of the SLIGP 2.0 – ECC Integration Planning Project was to select several local and state 
ECCs where management is interested in integrating emerging technologies (such as NG911), as well as 
dispatch systems and other operational technologies, with FirstNet’s NPSBN. This document provides 
guidance based on the results of the interviews and observation of the selected ECCs in Arizona. It also 
provides analysis of the steps that reasonably can be expected for provisioning basic services—such as 
improved voice communications interoperability and wireless data access to existing applications—and for 
implementing advanced services, such as real-time video, to and from first responders. In cooperation with 
ECC representatives, lessons-learned will be identified and model policies and guidance will be developed 
for integration of NG911 and FirstNet’s NPSBN. 
 
Existing Technology Overview 
 
A PSAP, which is a subset of an ECC, makes the connection between persons reporting emergencies and 
the first responders who provide emergency services to the public. Emergencies may be reported by the 
public to the PSAP through the universal emergency telephone number 911 or by first responders using 
other communications systems.  
 
Public calls to 911 are initiated from persons using traditional wireline telephones, wireless devices, and 
Voice over Internet Protocol (VoIP) telephony. More than 80 percent3 of 911 calls are made from wireless 
                                                   
3 https://www.nena.org/page/911Statistics  

https://www.nena.org/page/911Statistics
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devices. Traditional wireline telephones are used for about 15 percent of 911 calls and VoIP for less than 
10 percent. 
 
Technology used to route 911 calls is based upon archaic wireline telephony standards and equipment. An 
evolution was required to accommodate wireless 911 calls and to provide location data. Neither the routing 
nor the location data provided by existing wireless 911 systems have evolved to a level that provides 
consistently accurate results. These network weaknesses have led to the development of an NG911 
standard that is slowly being implemented. Known as the third iteration of the National Emergency Number 
Association (NENA) Functional and Interface Standards for NG911 (NENA i3), the solution supports end-
to-end Internet Protocol (IP) connectivity.4 
 
Communications between PSAPs and first responders since the 1930s have been conducted on land 
mobile radio (LMR) systems, aka two-way radio. LMR systems are traditionally push-to-talk (PTT) systems 
that provide dedicated radio channels or talkgroups that are shared by public safety operational groups 
organized by function and/or location. Most public safety operations are coordinated through voice 
communications. Some CAD and incident information, largely text oriented, is provided to mobile 
computers through a private mobile data system or through a wireless carrier (“cellular”) network. The 
figure below depicts the current emergency communications ecosystem. 
 

 
Figure 1: Current Emergency Communications Ecosystem 

 
Future Technology Environment 
 
FirstNet’s NPSBN and NG911 systems will form a standards-based, broadband, end-to-end public safety 
communications platform to enable connection between the public, the PSAP, and first responders. This 
platform will create a tremendous opportunity to greatly enhance public safety response and improve 
emergency outcomes. First responders will have timely access to mission-critical data that supports the 
performance of their jobs. Mission-critical data includes both databases that store critical information as 
well as real-time data that improves situational awareness. 
                                                   
4 Functional & Interface Standards for NG9-1-1 (i3) 

https://www.nena.org/page/FuncIntrface_NG911
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PSAPs will serve in a unique role as the convergence point between the two technologies and networks 
and will facilitate data sharing, providing another level of situational awareness for first responders. 
 
• IP-based broadband networks are being deployed for emergency communications in conjunction with 

NG911 
• NG911 provides the PSAP with improved location data from 911 callers 
• Emergency Services Internet Protocol Networks (ESInets) are IP networks that provide connections 

between originating telecommunications networks and PSAPs to enable improved call routing and 
transfer, data sharing, and increased backup/resiliency options between PSAPs  

• ESInets provide the infrastructure upon which Next Generation Core Services (NGCS) operate. Among 
other functions, NGCS enable 911 callers to share video, images, text and other data with ECCs. 
Broadband networks such as FirstNet’s NPSBN will provide the capability to share this data securely 
between the ECCs and first responders 

• An additional but non-native component of NG911 is the additional data repository (ADR). Information 
available in the ADR could be shared with first responders via the NPSBN 

• Modern public safety radio systems have enhanced network services that support data and Global 
Positioning System (GPS) location services  

 
FirstNet and its contractor AT&T are deploying the IP-based NPSBN, which will enable transport of 
mission-critical data in the near term, with an expected ability to support mission-critical, push-to-talk voice 
communications sometime in the future. The figure below depicts this future emergency communications 
ecosystem. 
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Figure 2: Future Emergency Communications Ecosystem
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Common Integration Planning Considerations 

The modern public safety communications ecosystem is a technologically sophisticated environment that is 
essential to effective emergency response operations. The more complex the ecosystem gets and the 
faster it expands, the more difficult it is to maintain an understanding of the relationships that will be 
impacted and the downstream implications of implementing new or cutting-edge technology. Regardless of 
the solution being contemplated, several considerations exist that are common across the board.  
 
Future public safety communications systems will be IP-based and as such will enable data sharing 
between agencies that will enhance emergency response and keep first responders safer. However, data 
sharing will require memoranda of understanding (MOU) between public safety agencies, particularly 
ECCs. Examples of such data include the following: 
 
• Multimedia data from video surveillance and/or traffic camera networks 
• Schools’ panic-alarm and video systems 
• CAD-centric data-sharing agreements 
• Multimedia data from persons reporting emergencies 

− Videos or digital images of the scene  
 
At the ECC there is a requirement for technology enhancements, policy development, and training to 
realize the potential lifesaving value of this data. This document will examine many of the key areas that 
should be considered during planning. 
 
Information and Change-Management Framework 
 
To answer the numerous questions that agencies have regarding operationalizing integration of their 
existing ECC functionality with FirstNet’s NPSBN and other emerging technologies such as NG911, the 
importance of an information and change-management framework needs to be discussed. 
 
Such a framework is critical for supporting effective decision-making and determining whether to 
implement any of the solutions that follow. Moreover, this framework provides the opportunity to critically 
explore the positive and negative impacts, as well as the requirements, of any new implementation. This 
framework can be leveraged to address transformational change, and thus should include analysis of the 
following considerations every time a solution is presented to an organization:  
 
• Technology policy requirements 
• Technology infrastructure constraints 
• Workforce implications (both inter- and intra-agency) 
• Operational workflows, policies, and procedures 
• Training needs 
• Governance policies 
• Regulatory and legislative constraints 
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• Funding 
• Facilities structural constraints 
• Metrics for measuring success 
 
The outcomes of the change-management workflow should generate positive responses to four questions, 
identified below before an executive sponsor signs the project charter and gives approval to moving 
forward. These responses should indicate that the proposed solution is expected to improve emergency 
response.  
 
Does the proposed implementation: 
 
• Improve situational awareness?  
• Improve decision-making capabilities? 
• Decrease response times? 
• Have the potential to save lives? 
 
If those vendors proposing an implementation cannot articulate how their solutions will answer these 
questions and how the interface works, it may be in the best interest of the organization to decline the 
solution at this time. These vendors would include FirstNet/AT&T, vendors specializing in ESInet, CAD 
system and NGCS implementations, and any other vendor offering technology and/or infrastructure 
solutions in the public safety communications environment. If the organization cannot articulate how its 
solution will address these questions, it also may be in the ECC’s best interest to delay implementation of 
the solution until the questions can be answered satisfactorily. 
 
For those implementations that are considered, it is essential to have predetermined metrics to ensure that 
the solution is providing the functionality and outcomes that were anticipated. It is critical that baseline 
metrics are established prior to the solution implementation, and then measured over time after 
implementation to ensure desired results are realized. If the metrics are not being realized, the change-
management team will need to work with the vendor to determine whether anything can be done to 
improve the solution’s functionality, or whether the solution or service should be removed. Keeping 
ineffective technologies and/or services in play is wasteful and can have a negative impact on emergency 
response services. 
 
A best practice would be to compile the outcomes of this analysis in a document that identifies the 
following: 
 
• Project scope  
• Objectives and risks  
• Organization and staffing  
• Decision-making structure and approach 
• Initial resource requirements  
 
This document essentially is an executive summary that also can serve as a business case for the 
suggested solution. Once compiled, the information and change-management review team, along with the 
executive sponsor, would review the document and make an educated go/no-go decision. This is an 
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opportunity—before anything is inked and time and money are committed—for stakeholders to evaluate 
the solution’s feasibility and value for improving emergency response outcomes.  
 
It also is important to plan for the transition from solution implementation to managing its lifecycle. This 
planning should include policies for capturing several attributes for each solution. These attributes should 
be gathered, compiled and kept on file—preferably in a database—to manage the solution’s lifecycle and 
to promote disaster-recovery efforts should they be needed. 
 
Once a decision has been made to implement a specific solution, there are two integration steps that 
should be contemplated during planning: basic and advanced.  
 
Basic Service Integration 
 
Basic service integration is the incremental improvement of legacy ECC functionality by the introduction of 
the NPSBN. The first step involves service integration between ECCs and the NPSBN. This step involves 
wireless data services, interoperability with existing LMR voice systems, and interoperability of PTT 
functionality with other public safety entities on the NPSBN. Planning for basic service integration involves 
the following action steps: 
 
• Create a planning document that outlines the specific steps, timeline and task deliverables. This 

includes examining the desire to interface the PTT capabilities of the NPSBN with current LMR 
network(s), which can be accomplished in multiple ways, including the Inter-Switch Subsystem 
Interface (ISSI), the use of a donor radio to accomplish a radio-over-IP (RoIP) interface, as well as 
others that are still in development.  

• Identify the technical, operational, and policy needs of ECCs and first responders pertaining to ECC 
and NPSBN integration, using a mix of interviews, assessments and a needs analysis. 

• Develop a model of the integration steps, policies and costs. 
 
Advanced Service Integration 
 
The second step toward ECC technology transformation, which involves utilizing the NPSBN’s broadband 
capabilities to the fullest extent, is advanced service integration. This step initially is focused on two-way 
sharing of multimedia data from the public and the Internet of Things (IoT)—such as video, images and 
sensor-generated data—between the ECC and first responders via the NPSBN.  
 
This aspect of the project is focused on defining the technologies and processes required to enable the 
capture, analysis, distribution, display, and archiving of multimedia content. Such content would be 
exchanged between the 911 caller and the call-handling equipment (CHE) and CAD systems at the ECC. It 
then would be shared with first responders via the wireless devices that operate on the NPSBN. Prior to 
reaching full end-to-end functionality, however, it will be critical that robust and sophisticated data-analytics 
platforms are developed to assist in parsing and analyzing the potentially massive amounts of data that 
could flow into the ECC during emergencies. It will be impossible for telecommunicators to properly 
analyze and parse this amount of data in real time, and it is critical that only relevant data be shared with 
first responders over the NPSBN during an incident response. Overloading a first responder with 
redundant or irrelevant data can have a significant negative impact on response effectiveness. 
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When advanced service integration is completed, examples of multimedia data that could be shared 
include: 
 
• Multimedia data from 911 callers, such as video or digital images 
• Field-originated videos, such as from responder body-worn or vehicular cameras 
• Location data of callers and first responders 
• Video from public or private closed-circuit television (CCTV) or surveillance cameras 
• Data received from sensors or other automated systems 
 
Planning for advanced service integration involves the following action steps: 
 
• Create a planning document that identifies the specific steps, timeline and task deliverables 
• Develop a user-level description of the integration of the NSPN with NG911 and other ECC systems 

under various operational scenarios 
• Gather requirements from the 911 and first responder communities to identify the stakeholders’ specific 

needs for integrating these systems 
• Based on stakeholder input, determine the technical, operational, policy and staffing requirements to 

implement the advanced service integration. 
 
Requirement for a Secure Connection to the NG911 ESInet 
 
Connectivity Options and Requirements Between the ECC and the NPSBN 
 
The preferred method for establishing connectivity between an ECC and the NPSBN is through a virtual 
private network (VPN) connection provisioned by AT&T. Each ECC has unique requirements for the 
connection so consultation with AT&T will be necessary to develop the appropriate solution. Please see 
Appendix A for an informational flyer from AT&T concerning this connection. 
 
The NPSBN also can be integrated with an ECC through a connection via the public internet, although this 
type of connection can increase the risk of security issues. Each facility also would have unique technology 
requirements for implementing this connection. 
 
Cybersecurity Concerns 
 
Cybersecurity planning and execution should be driven by ECC leadership through the organization, not 
managed as just another IT project. It should be understood that managing an appropriate cybersecurity 
strategy and plan will be an ongoing journey and not a onetime event. Any network, such as an ESInet or 
the NPSBN, that facilitates the transport of a public safety application, and all other networks that are 
physically connected to such networks, should be considered to be within scope.  
 
Leveraging established and appropriate IT standards provide a clear direction for near-term and ongoing 
cybersecurity planning and execution. For instance, the Task Force on Optimal PSAP Architecture 
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(TFOPA) published Working Group 2: Phase II Supplemental Report: NG911 Readiness Scorecard, in 
December 2016.5 It identified cybersecurity as a key component of the NG911 self-evaluation process. 
 
Legislation 
 
Regulatory Framework 
 
It is apparent that a regulatory framework may be required to manage the anticipated increase in data 
arriving at an ECC through network connections other than those provided by the 911 network. Data-
formatting standards will be needed to ensure that the data sent by persons or things that are reporting 
emergencies can be received, viewed, stored, routed, and searched using standards-based ECC software. 
 
While restricting competition and innovation regarding methods of reporting emergencies is not desirable, 
neither is a proliferation of untested, non-standard, or nonsecure applications and devices. Devices that 
have not been considered as sources of emergency calls will appear in the marketplace. Of particular 
concern are IoT devices, which already number in the billions. IoT devices already have been identified as 
vulnerable to hacking and exploitation in botnets configured for distributed denial of service (DDOS) 
attacks. With billions of these devices already deployed, it will be necessary to regulate what information, if 
any, can be reported directly to a PSAP. Many states and localities prohibit automatic-dialer alarm systems 
from dialing 911. In most cases, ordinances or laws do not contemplate reporting of emergencies via the 
internet. Amendments to such laws and ordinances likely will be required.  
 
Like automatic-dialer alarm systems, it is likely that IoT devices that are reporting alarm conditions will 
need to be routed to an alarm-monitoring center for screening. For example, IoT devices may be 
programmed to report a power outage. During wind storms, power surges and brief outages often will 
occur that have the potential to trigger thousands of alarms. While this information may be useful for a 
utility company or facilities manager, the potential volume of calls could overwhelm an ECC. If screened, or 
processed by a data-analytics application, the information could be reduced to a concise data visualization, 
such as a map, that would be useful to ECC staff. 
  

                                                   
5 https://transition.fcc.gov/pshs/911/TFOPA/TFOPA_WG2_Supplemental_Report-120216.pdf 

https://transition.fcc.gov/pshs/911/TFOPA/TFOPA_WG2_Supplemental_Report-120216.pdf
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Operational Impacts 

When first integrating with the NPSBN, operational impacts at the ECC will involve issues concerning 
sharing information between the ECC and first responders. Capturing, storing, and cataloging this data will 
be the primary impacts in this environment. It will be necessary to determine whether multimedia servers 
will be utilized on premises or in the cloud. The method of cataloging the data will have to be determined, 
as well as personnel impacts regarding retrieval and redacting of multimedia data in response to 
investigative or open records requests. The capturing of video and images from the field undoubtedly will 
lead to capturing images of persons who are not involved in the incident. Those images will need to be 
redacted from any data released to the public to protect the privacy of those persons. 
 
Once full NG911 functionality is realized and incorporated into ECC operations, it is expected that there will 
be significant operational impacts at the ECC. NG911 will enable supplemental data to be received and 
distributed by the PSAP, well beyond what exists today and from an unlimited number of sources. This will 
have operational impacts on the ECC, some of which have not even been conceived of yet, and others that 
can be anticipated for which answers have not been identified. It would be irresponsible not to raise those 
questions now, when policies and procedures can be contemplated, discussed, created, and implemented, 
knowing full well that they remain living documents, meant to be updated as more is learned over time. 
 
There are many questions that must be asked during the planning process, most of which can be derived 
from the following broad topics: 
 
• How will video, both recorded and live-streamed, be used? 
• Will the new data have an effect on ECC personnel health? 
• What training will be required for ECC personnel? 
• Will a special division or position for data analytics be needed? 
• How will multimedia be associated with the correct incident 
• How will the ECC defend itself against cyberattacks? 
• What technical impacts will NG911 have on the ECC environment? 
• How will the new data types be stored and retained? 
• What are the evidentiary or legal ramifications when receiving and disseminating the new data types? 
• Is staffing adequate? 
• What budgetary changes need to be made? 
 
Video 
 
The decision to ingest and use graphical multimedia, and more specifically video data, may be one of the 
most impactful decisions made during a migration to the NPSBN and subsequent integration with NG911. 
But video in the ECC does not have to be an “all-or-nothing” decision and it is important to understand the 
benefits and potential implications of deploying video in the ECC. The impact on policies, protocols, 
systems, storage, and the overarching 911 network are numerous, but the potential impact on personnel is 
also important and requires special consideration. NENA suggests, “introducing video into the ECC may be 
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best accomplished through skills-based routing to an analyst or intelligence position who is trained to 
handle potentially graphic and troubling video.”6  
 
NPSBN 
 
On the surface, migrating to the NPSBN might seem insignificant and for a smaller organization that may 
be true to a certain extent. The larger and more complex the public safety agency, the more involved the 
migration process will be, and if not managed properly will create significant administrative and operational 
problems. Below are some of the more relevant considerations for a migration to the NPSBN. 
 
Service 
 
From an ECC’s perspective, a significant consideration to be made concerns whether first responders 
served by the ECC are utilizing the NPSBN. If none of the first responders are utilizing the NPSBN, an 
ECC still could examine integrating with the NPSBN for other reasons, such as providing a layer of 
redundancy to an existing ESInet. In determining whether to integrate, current coverage levels of the AT&T 
network need to be evaluated. If the current coverage level for AT&T is unknown, coverage testing could 
be conducted. Testing can be conducted by outside vendors or internally by working with first responders 
to deploy a small number of AT&T devices with commercially available applications that will provide 
coverage results. AT&T is not scheduled to have completed the deployment of the Band 14 spectrum until 
the year 2022, so if network coverage is not adequate today, integration can be delayed until coverage is 
found to be satisfactory. 
 
Devices 
 
Determining what devices are required depends on their intended use. If migrating existing AT&T 
subscribers, this process might be as simple as swapping out the SIM7 card of every single device that 
requires migration (e.g., smartphones, mobile routers, tablets). If migrating from another service provider, 
an accurate inventory of all devices should be made available. Many of these devices will require 
replacement because they will not support the FirstNet service. For large agencies, this can be extremely 
time consuming and costly. Advanced planning and making necessary budget requests are critical and 
may need to wait until future budget cycles. 
 
Costs 
 
Costs likely will go well beyond the wireless service itself. An ECC must consider new device costs, as well 
as staffing required to configure each device individually, if necessary. Additionally, contractual support, 
installation costs, software, and application costs also are considerations. 
 

                                                   
6 https://www.nena.org/resource/resmgr/sbp/20180117_0800%E2%80%931000_NG_Ops_Im.pdf  
7 Subscriber identity module. 

https://www.nena.org/resource/resmgr/sbp/20180117_0800%E2%80%931000_NG_Ops_Im.pdf
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Applications 
 
The NPSBN is offering a robust and reliable network with priority access for public safety first responders. 
With that comes the ability to use a wireless broadband network in a way that was previously unrealistic 
because public safety was competing for network access with commercial users. Now applications that 
require a reliable and fast connection can be deployed into operations. Applications that can support 
multimedia data—such as video, photos, and large files—can be deployed using the NPSBN with a much 
higher level of confidence that responders will be able to access and use the data to improve situational 
awareness and overall response effectiveness. 
 
Application usage demands a coordinated effort. The PSAP cannot operate efficiently if each supported 
agency is using a separate application for the same task. Coordination can happen at a local, regional, or 
statewide level using an existing committee or governing body. This task and many others require the 
establishment and operation of robust public safety communications governance. It is highly recommended 
that a governance body be established if one does not already exist. Other application considerations 
should include: 
 
• Interoperability 
• Cost 
• Scalability 
• Security 
• Ease of use 
• Application and/or vendor maturity 
 
Security 
 
When deploying devices into the field, it is highly recommended to use mobile device management (MDM) 
software. MDM typically combines on-device applications and configurations, policies and certificates, and 
backend infrastructure to simplify and enhance the management of end-user devices. Using MDM software 
will increase device supportability, security and functionality, and help to ensure that deployed applications 
are maintained and secured properly. FirstNet/AT&T provides access to MDM software as part of its 
service offering, though use is not mandatory. 
 
Training 
 
Network-related training is more focused and appropriate for agency administrators who will maintain their 
local control. Local control gives agencies the ability to manage user accounts and devices, manage user 
priority levels, monitor the network status in near real-time, and manage PTT users. 
 
Training for end-users, both telecommunicators and first responders, will revolve around application usage, 
policies and standards. For example, telecommunicators will require training on how and when to send 
data via an application to a first responder, which will be based on established policies. 
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Multimedia 
 
The list of multimedia data sources is almost endless when one considers IoT applications. From 
advanced automatic collision notification (AACN) to alarm processing to biometrics—there will be more 
data to process, analyze, and act upon—or not. As with video, similar considerations are required: 
 
• Policies and procedures 
• Staffing 
• Training 
• Security 
• Legal 
 
While the deployment of alarms and sensors may assist telecommunicators, it is critical that 
telecommunicators are provided the skills and resources needed to interpret the provided data to make 
informed decisions. The idea of a third-party central monitoring facility, such as found in the alarm 
processing and AACN sectors, might be a good model to incorporate as an initial triage before data is sent 
to the PSAP. 
 
Cybersecurity 
 
The benefits of integrating with the NPSBN and ultimately with NG911—as well as the ability to 
interconnect with other ESInets and to receive a wealth of information from external sources—will make an 
ECC significantly more vulnerable to security breaches. This level of interconnection and openness means 
that a cyberattack or virus introduced into one system could possibly infect all interconnected centers and 
their ancillary equipment. This will require a robust and coordinated cybersecurity effort. 
 
The PSAP is a complex environment to secure and the impacts of cybersecurity will include agency-level, 
system-level, and service provider-level cybersecurity and coordination. This should include at a minimum:  
 
• Access control 
• User management 
• Host security 
• Log management 
• Session auditing 
• Boundary defense 
• LAN/WAN8 management 
• Network Key management 
• Network intrusion detection 
• Two-factor authentication 
• Disaster recovery 
• Automated patch management 
• Transmission security 
 

                                                   
8 Local-area network/wide-area network. 
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Any cybersecurity plan should include continuity of operations plans (COOPs) because, realistically, a 
breach is inevitable; thus, the goal is to minimize the impact. As much planning as possible that can be 
done ahead of time and then practiced is the best line of defense. 
 
TFOPA Working Group 2 provides excellent guidance for enhancing cybersecurity within ECCs. 
 
Artificial Intelligence 
 
The influx of data from multiple sources that will need to be analyzed, processed and distributed to the 
appropriate agencies would benefit greatly from some level of artificial intelligence (AI). AI has been 
around for many years and is involved in our everyday lives (think Siri), so leveraging it in the ECC is not 
only appropriate but well overdue. The technology has matured, and algorithmic improvements have 
boosted the performance of deep-learning methods that can more than help process and use the wealth of 
information coming into the ECC effectively to improve emergency response.  
 
Data Analytics 
 
As additional data becomes available to telecommunicators and ECCs, review of this data by a data-
analytics team, separate from the telecommunicators, should be considered so that telecommunicators 
can focus on the emergency incident. This may be accomplished with trained communications analysts 
using analytics platforms to monitor video, social media and other data sources, and then provide the 
derived real-time intelligence to the ECC staff.  Considerations regarding data analytics may include: 
 
• Will the derived intelligence be timely enough to be useful to the ECC and/or first responders? 
• Will these actions increase or decrease liability? 
• How can the analyzed data be used? 
• Can the information be shared with external organizations? 
• What training is needed? 
• Are there any regulations that impact this function? 
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Targeted Planning Guidelines 

Public safety communications have reached an inflection point. Previous voice-centric communications are 
being replaced or supplemented by data-centric technologies. This evolution is affected by the following: 
 
• Wireline-to-Wireless Transition – Today there are more wireless subscriptions in the United States than 

people. More than 300 million smartphones are being used in North America and at least 80 percent of 
911 calls now originate from wireless devices. The National Health Interview Survey of 2017 indicated 
that in some states as much as 62 percent of households only use wireless phones and do not have 
wireline telephone service. The legacy 911 network was based on circuit-switched telephony that is 
being replaced by IP-based networks. The transition to IP-based 911 networks nationwide will require 
significant changes in ECC equipment and operations. 

 
• Emergence of Location-Based Data – Nearly all wireless devices contain a GPS transceiver that 

provides accurate location data. This data often is more precise and dynamic than the location 
provided by network-based, location-determination technology that depends on triangulation or time-
difference-of-arrival (TDoA) techniques. Commercial wireless applications have widely adopted 
location-based data for everything from determining the lowest nearby gasoline price to improving 
pizza delivery to ride sharing. ECC's use of such data to determine the location of 911 callers lags the 
commercial applications. Newer-generation smartphones using enhanced services from Android, 
known as Emergency Location Service (ELS), or Apple’s Enhanced Emergency Data Service, provide 
enhanced caller location information to the ECC. Location data is sent via Short Message Service 
(SMS) or Hypertext Transfer Protocol, Secure (HTTPS), which are open, operating system (OS)-
agnostic telecommunications carrier protocols. 

 
• Traditional LMR networks – LMR is voice-centric and operates on narrowband radio channels. Such 

channels do not provide data-throughput rates that are adequate to support more than short texts, data 
bursts, or status messages. Most LMR systems are owned by state and local governments. 
Historically, the Federal Communications Commission (FCC) has failed to provide enough radio 
spectrum to support the nation’s public safety entities in a common frequency band. The use of 
disparate frequency bands and technologies has been—and continues to be—an impediment to 
interoperability between first responders. Moreover, the size of the public safety equipment market is 
very small compared with the market for commercial wireless networks. Consequently, LMR equipment 
costs are high compared with smartphones, innovation is limited because economies of scale are 
lacking, and radio spectrum incompatibility requires expensive workarounds to achieve interoperability. 
The existence of FirstNet creates the opportunity for LMR-to-NPSBN PTT interoperability and the need 
to plan for interfaces to the ECC.  

 
Planning for Access to Primary ECC Systems through FirstNet 
 
Planning for the integration of primary ECC systems with the NPSBN to provide new or improved access 
from mobile devices is an important first step in improving the effectiveness of first responders through 
enhanced access to data. Mobile computers and smartphone-based devices can provide browser access 
to many primary ECC systems, making them simpler and more intuitive to use.  
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Call-Taker Interfaces 
 
A typical call-taker position in an ECC will continue to be equipped with a CAD system computer with one 
or more screens for the following: call entry, display of calls pending dispatch, and a mapping/GIS interface 
to display the status of first responders. 911 CHE will have a separate display or two. As additional sources 
such as video are introduced into the ECC, additional computers and screens will be needed until systems 
can be integrated fully. 
 
Computer-Aided Dispatch Interfaces 
 
Multimedia data servers require an interface with the ECC’s CAD system. A standard data interface will be 
necessary to promote widespread adoption of the capability and to reduce implementation costs.  
 
The purpose of the interface is to associate the calls-for-service records with any accompanying 
multimedia data. It should provide a simple, “one-key” transfer function to transmit multimedia data via the 
NPSBN to personnel equipped with mobile or portable computers and/or smartphone-based devices. 
 
An incident number should be shared between the CAD system and the multimedia data server for archival 
and retrieval purposes. This incident number should be searchable via suitably equipped wireless devices, 
as well as authorized agency computer network users. 
 
A geofenced search function integrated with the CAD system would be useful to locate any multimedia 
data from prior events reported at or near an address. 
 
Most CAD systems today are not configured to receive the text, video, and image data that can be sent by 
callers to an NG911 system and then distribute that data to first responders. Even when such data can be 
received by an ECC, it often cannot be forwarded to first responders in a timely manner, or even at all. 
FirstNet’s NPSBN will enable legacy CAD systems to interface with the NPSBN for mobile applications. 
Functions that need to be addressed via interfaces between the CAD system and FirstNet’s NPSBN are as 
follows: 
 
Records Management System Interfaces 
 
An interface between the multimedia data system and the records management systems (RMS) used by 
EMS, fire and law enforcement agencies is a desirable function. Cross-referencing of multimedia data and 
incident reports is an important function for training, evidence management, management of public 
complaints, litigation and other purposes within the public safety agencies.  
 
Interfaces Between Call-Takers and Radio Dispatchers 
 
Still, images or short video clips that are received by 911 call-takers from a person reporting an emergency 
should be attached to an incident dispatch record when transferred to a radio dispatcher. This information 
also should be accessible from a first responder equipped with a mobile computer or smartphone. 
Generally, this can be accomplished by an interface to the CAD system via FirstNet’s NPSBN. 
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Sources of Multimedia Data Coming into the ECC  
 
The following are guidelines and considerations that are specific to various technology categories that, if 
properly interfaced with the ECC, may provide enhanced information to first responders via the NPSBN. 
 
Alarm Processing 
 
The Automated Secure Alarm Protocol (ASAP) was developed jointly by the Association of Public-Safety 
Communications Officials (APCO), the Central Station Alarm Association (CSAA), and the National Law 
Enforcement Telecommunications System (Nlets). The program—an early example of an interface known 
as ASAP to PSAP—has been in place since 2011. The program enables the transfer of alarms from a 
central-station alarm-monitoring facility into a participating PSAP’s CAD system via Nlets. Alarms that have 
been screened by the central-station alarm company before transmission do not dial 911 but make use of 
the Nlets message switch. These alarms could be allowed to flow to the ECC via the NPSBN, the public 
internet, or an ESInet. Fifty PSAPs are participating in the program and another 12 are testing or 
implementing this ability. Meanwhile, 23 alarm-monitoring companies participate in the program and 
another 11 are in test or implementation phases. 
 
Stated advantages of ASAP are: 
 
• Reduced call-taker time spent entering alarm-generated information into the CAD system 
• Improved information accuracy because there is no manual data entry 
• Time needed to process alarms is reduced  
 
Autonomous Vehicles  
 
Development and testing of autonomous vehicles are underway, which eventually may lead to driverless 
vehicles. Such vehicles will be equipped with light detection and ranging (LIDAR) and other sensors that 
will assist in collision avoidance. Autonomous vehicles also will be equipped with location-determination 
devices that will provide routing to a destination. Systems based on standards such as Cellular Vehicle to 
Everything (CV2X) will communicate information to other vehicles about speed and direction to avoid 
collisions. Autonomous vehicles may create new public safety challenges and will generate additional 
workloads for ECCs. Autonomous vehicles will not always have a driver in the traditional sense. Therefore, 
there will not be a responsible person to handle, for example, a call for road service when the vehicle 
stalls, to provide registration and insurance information to a police officer, or to provide instructions on 
where a vehicle should be towed. 
 
Autonomous vehicles will be equipped with wireless communications to provide notification of an 
emergency to a call center, such as OnStar,9 or directly to an ECC. Policies or laws will be needed to 
determine whether such automatic reports from autonomous vehicles will be routed through an NG911 
system or through a private clearinghouse, such as RapidSOS’s NG911 Clearinghouse. If calls are 

                                                   
9 Any references in this document pertaining to current market offerings are included as exemplars of the current market and 
are not an endorsement of any particular product or vendor. 
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permitted to be routed to an ECC, policies and/or laws will need to identify the type of acceptable calls—
such as collisions, medical emergencies, fires, or panic alarms—from vehicle occupants.  
 
Enhanced Data Repositories 
 
Smartphones and other connected devices can provide additional information about an incident that is 
valuable to ECCs. This data can include more-precise call location as well as supplemental information 
about the caller, the calling device and the incident location. Sample media types today predominantly 
include user-entered caller information such as demographic data, emergency contacts or medical 
information. Additional information from 911 calls can be supported by applications such as RapidSOS’s 
NG911 Clearinghouse, Carbyne’s NG911 call handling platform, and Smart911, which provides preloaded 
911 caller profiles to the ECC.  
 
Information provided by such applications includes the following: 
 
• Enhanced caller information—name, address, phone number, image, medical information and more 
• Additional data regarding the caller’s location (e.g., Android’s ELS)—supplemental 911 location data 

not provided by traditional carrier methods and based on smartphone technology. 
 
The data processed and made available by ADRs is owned and managed by a plethora of independent 
databases typically available via connections to the public internet. As such, connections to these 
applications pose a risk to an agency’s public safety communications system and must be protected with 
robust cybersecurity protocols, firewall protection or integration with a CHE platform. 
 
First Responder Safety Devices 
 
Potential exists to enhance emergency response and improve citizen and first responder safety by 
communicating urgent data through the NPSBN to an ECC, a multimedia analysis unit, and/or the first 
responders. Urgent data that may be communicated includes biometric data about the physical wellbeing 
of an individual caller or first responder. 
 
First Responder Sensors 
 
It is anticipated that first responders will use ruggedized smartphones, or devices that are based on 
smartphone technology, to interface with external sensor devices. Functions that will be provided by those 
sensors will include the capability of providing location and biometric information and transmitting—
manually or automatically—an emergency signal that triggers the transmission of that data. These devices 
need user interfaces appropriate for the type of application and a wireless method of connecting multiple 
external sensors. Development of such devices will be stimulated by the increase in users of the NPSBN. 
This functionality requires interfaces from the NPSBN to mapping systems used in the ECC and/or 
biometric-monitoring consoles at the incident command post or fixed location, such as a situational 
awareness center (SAC).  
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A personal-area network (PAN), also known as a body-area network (BAN),10 is a wireless network of 
wearable computing devices. BAN devices may be embedded inside the body (i.e., implants), may be 
surface-mounted on the body in a fixed position (i.e., wearable technology), or may be devices that are 
carried in clothes pockets, backpacks or other types of bags. Personal sensors—such as smartwatches, 
smart vests, and biometric vests equipped with physiological sensors that detect the user’s body 
temperature, heart rate, and respiration rate—could relay vital real-time information on personnel to 
incident commanders, hospitals or the ECC. For example, a firefighter who—based on his/her biometric 
data—is about to suffer a cardiac event, could be taken off the line by an incident commander before 
tragedy strikes. For this to occur, connectivity between FirstNet’s NPSBN and the wireless devices used by 
first responders, incident commanders, the ECC and/or a multimedia analysis unit is required.  
 
Indicators that a first responder is in a dangerous situation, location of a responder who is outside of a 
vehicle, and situational awareness provided by person- or vehicle-mounted cameras all are invaluable to 
the incident commander and ECC. Some devices may employ an emergency button, aka man-down 
button, to send a mayday signal and associated transmission of the user’s location. An interface with the 
ECC’s system(s) is needed to display unit identification and location information. 
 
The following identifies some of the data scenarios being contemplated for transition to the NPSBN: 
 
• Holster sensors 

− Automatic initiation of an alert signal to the ECC and other first responders that a lethal or non-
lethal weapon has been removed from its holster 

− Alert signal initiates transmission of location data 
 
• Out-of-Vehicle Locations 

− Out-of-vehicle personnel, foot pursuits, searches, wildfire response, “bread-crumbing” functionality 
− Accurate location data inside buildings is a challenge that has not been fully solved. Provision of in-

building location was a requirement specified by FirstNet in its request for proposals (RFP)  
▪ The need to locate first responders inside buildings is complicated by the fact that GPS 

coverage inside of buildings is unreliable. The “Z-axis” position is the subject of research and 
testing to enable identification (ID) of the responder’s vertical location, i.e., the building floor. 
This capability is also planned to provide the location of wireless 911 callers  

▪ Development of next-generation Wi-Fi operating in millimeter-wave spectrum is underway; 
while current Wi-Fi networks are unable to provide location data, this capability is intended as 
an intrinsic function of the future iteration 

− Body-worn equipment and sensors may use FirstNet’s NPSBN for connectivity to incident 
commanders, other first responders in the vicinity, an ECC and/or an SAC. Display of the first 
responders’ location inside a building will require an application that interfaces with digital floorplan 
drawings and a low latency interface to the NPSBN. For this function, some considerations include: 
▪ Detailed floorplan data will need to be collected from fire-prevention inspections and building-

permit applications 
▪ Both plan and profile views at scale will be required  

                                                   
10 https://www.dhs.gov/publication/personal-area-network-fact-sheet 

https://www.dhs.gov/publication/personal-area-network-fact-sheet
https://www.dhs.gov/publication/personal-area-network-fact-sheet
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▪ Floorplans will need to be generated in a standard format that is readable and which can be 
displayed on a personal computer with a suitable application 

▪ Georeferencing of the building plans will be required to provide a display of the location inside 
the building  

▪ Floor plans must be downloadable with minimal latency to be usable by incident commanders 
and at the ECC and/or SAC 

 
An interface with the ECC’s CAD system will be required for archival and incident-reference purposes. 
 
Public Personal Sensors 
 
ECCs can anticipate receiving emergency calls from those equipped with smartphones or other electronic 
devices capable of using a wireless network to report an emergency. Because nearly every state, including 
Arizona, prohibits automatic-dialing devices from connecting to the 911 system, calls from these devices 
may be delivered to a private alarm-monitoring facility that would relay call information to an ECC. Wireless 
devices operating on fourth and fifth generation (4G and 5G) networks will be capable of providing location 
data.  
 
Sophisticated physiological sensors have been developed that permit the detection of medical conditions 
such as an impending seizure, tachycardia, and abnormal blood-sugar levels. These sensors may be 
interfaced with smartphones, smartwatches, or fixed network devices, such as Wi-Fi, that may be capable 
of sending text or multimedia data messages to others. Most current- and prior-generation medical alert 
devices of the “I’ve fallen and can’t get up” type do not contain location-determination technology. Most of 
these devices use the location of a wireline telephone subscriber’s address to provide private call centers 
with the location of the person. However, several companies are now offering systems with a cellular GPS 
option. 
 
Currently, the process for medical-alert sensors to notify emergency responders is through private call 
centers that accept and verify calls, then notify an ECC via a ten-digit telephone number. Limitations of the 
legacy 911 network constrain the transfer of emergency calls from a private call center to an ECC in a 
distant location. Networking across state lines would be much more difficult if not using an ESInet, so until 
ESInets are available in every state and are capable of networking across state lines, it is impractical to 
provide improved access from call centers. However, use of ASAP may provide an interim step of non-
voice transfer of information from a call center to ECCs. 
 
Intelligent Buildings  
 
Owners and managers of commercial and industrial buildings strive to reduce energy and operational costs 
through investment in sophisticated energy-management systems. The emergence of IoT enables the 
deployment of greater numbers of sensors in buildings to measure temperature, light, occupancy, and 
alarm monitoring. Management of vast numbers of sensors will require more complex monitoring systems 
that are projected to use machine learning and AI to automate functions and to distill complex data into an 
actionable form. 
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Alarm data collected by intelligent building systems—such as smoke, fire, and carbon-monoxide 
detectors—may be transmitted to an alarm-monitoring center for verification and forwarding to an ECC. 
With increased numbers of sensors inside buildings, the accuracy of data that indicates conditions inside 
the structure will improve. For example, an ability to detect movement in buildings will help emergency 
responders pinpoint areas that should be searched and evacuated first; further, sensors will alert of the 
presence of smoke or fire in stairways or corridors, as well as the location of activated sprinklers. 
 
Routing of alarms through use of ASAP via Nlets or through a new IP network-interface connection may be 
practical alternatives for receipt of IoT-originated notifications. The National Information Exchange Model11 
(NIEM), version 2.0, can be leveraged to create a variety of new interfaces, not only for alarms but also for 
any call type where the data fields are consistent. In any event, some method of screening alarm calls or 
signals from devices to reduce unverified alarms will be required. 
 
IoT Devices  
 
The IoT marketplace is emerging rapidly and exponentially. IHS Markit, a technology market consultant, 
estimates12 the current number of IoT devices to be 35 billion. Generally, IoT devices are simple and 
intended to communicate information at a slow data rate to a central location and, in some cases, to 
control other devices remotely. Applications are increasing, with early-adopter devices focused on areas 
such as electronics equipment monitoring, system function monitoring and control, alarm and fault 
reporting, and location tracking. Further, given the vast number of devices that already exist, AI 
applications are being deployed to help analyze trends and, in some cases, to recommend actions based 
on this information. 
 
IoT devices are an essential element of smart city programs. Many applications have been proposed or 
deployed to measure traffic flow, monitor traffic-control devices, report road-surface temperatures, 
measure air-pollution levels and perform other data-collection functions. In conjunction with AI applications, 
such devices can provide actionable data that, in some cases, may require emergency response. 
 
Some public safety IoT applications will be supported by FirstNet’s NSPBN. Others will rely on commercial 
4G, 5G and narrowband technologies with connection to the public internet or dedicated secure IP network 
connections.  
 
Examples of IoT devices that could provide useful information to ECCs include:  
 
• Environmental sensors 

− Radiation sensors in the vicinity of nuclear power plants or facilities 
− Air quality – air pollution, ozone, contaminants 
− Chemical or biological hazards 

• Traffic-management sensors 
− Congestion 

                                                   
11 NIEM is a common vocabulary that enables efficient information exchange across diverse public and private 
organizations. NIEM can save time and money by providing consistent, reusable data terms and definitions, and repeatable 
processes. https://www.niem.gov 
12 Applying AI & ML to IoT-generated Data, IHS Markit Technology Market Insights, May 23, 2019. 
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− Accidents 
− Assistance in routing emergency vehicles based on real-time traffic-flow data 
− Road temperature sensors, e.g., advance warning of icing conditions 
− Traffic-signal control 

• Vehicle-tracking devices 
− Public safety vehicles 
− Municipal government vehicles, e.g., snowplows, refuse collection, school buses 
− Vehicle-tracking devices in support of investigations and chases 

• Gunshot-detection systems 
 
Information from a vast number of sources requires filtering and analysis in real time, to ensure that it is 
actionable, without distracting and overloading ECC personnel. An initial planning task concerns the 
inventory of data sources available from existing governmental systems, such as traffic control, building-
monitoring systems, alarm systems, public-utility systems and others. This data needs to be analyzed 
regarding its applicability to the emergency-response system. Data should be evaluated not only on the 
basis of its potential for reporting an emergency, but also for its potential to enhance situational awareness 
regarding conditions that might improve the effectiveness, timeliness, and safety of emergency 
responders.  
 
Data sources external to the public safety agency or associated governmental entity (e.g., state, city, 
county, town) also should be considered and measured to determine their importance or benefit to the 
emergency-response system. Examples are databases maintained by non-governmental organizations, 
such as medical facilities or services, emergency-response clearinghouses, commercial traffic-information 
services, broadcast-media weather information, and utility companies. 
 
Smart City Sensors 
 
The Smart City Council defines a smart city as one that “... uses information and communications 
technology (ICT) to enhance its livability, workability, and sustainability. First, a smart city collects 
information about itself through sensors, other devices, and existing systems. Next, it communicates that 
data using wired or wireless networks. Third, it analyzes that data to understand what’s happening now 
and what’s likely to happen next.” Data sources may be from municipal or state sensors or systems 
operated by private enterprises.  
 
In the ECC environment, information received may be exclusive to public safety, such as that generated by 
gunshot recognition-and-detection systems. Other information may be of a public nature, such as weather 
data, e.g., wind speed and direction, precipitation, temperature, humidity, and barometric pressure. This 
information may be distributed as received or may be processed using AI for predictive purposes.  
 
As a simple example, winter precipitation accompanied by a falling temperature may be predictive of icing 
conditions that may be accompanied by an increase in vehicular and pedestrian accidents. Such 
information would be of value to EMS, fire/rescue, and law-enforcement personnel, who then would be 
alerted to drive with increased caution when dispatched to an incident or would anticipate accidents on 
overpasses and bridges. 
 



 

  28 

Other smart city applications widely reported include traffic-monitoring and asset-management systems. 
Sensors that measure the volume and speed of traffic can feed applications that manage traffic signals and 
improve traffic flow. These applications can contribute information to routing applications that will assist 
emergency responders in choosing the least-congested route to an emergency scene.  
 
Asset-management applications using sensors can track the location of municipal vehicles and equipment 
including public transportation, public works, and utility equipment, Asset-tracking applications can be 
helpful in locating equipment or personnel needed for an emergency response. 
 
Planning at an early design stage is needed for public safety access to, and inclusion in, such applications. 
Wireless access to the applications through the NPSBN is practical and will add utility to existing routing 
and emergency-planning applications. 
 
Social Media Inputs 
 
Social media monitoring by ECCs and emergency management agencies (EMAs) is becoming more 
common, especially during emergency or disaster response. In an emergency, the public may turn to 
social media as an alternative to the 911 system. ECCs may need to consider employing a 
communications specialist, multimedia analyst or similar position that can monitor and respond to social 
media reports or inquiries. This position will require internet access, which often is restricted within ECCs. 
In addition, ECCs will have to become more proactive when dealing with the general public. AI software 
can be leveraged to identify actionable information posted on social media that could benefit emergency 
responders.  
 
Telematics  
 
Current production vehicles commonly are equipped with location-determination technology and wireless 
communications functionality. This functionality is used for reporting emergencies to services such as 
General Motors’ OnStar service. Such services transmit emergency calls to ECCs via a ten-digit number, 
rather than 911; the ability to speak with a crash victim in the immediate aftermath can be vitally important 
in medical emergencies. Depending on the vehicle type, they also may receive information regarding 
breakdowns, collisions or rollovers, or airbag deployment as part of automatic crash response, or provide 
information that can be used to track the location of stolen vehicles. 
 
Newer services are being deployed that use the vehicle occupant’s mobile device to detect a crash, by 
leveraging a special crash-detection algorithm and two-way communications through an app installed on 
the device.  
 
Planning for Multimedia Data Interfaces  
 
Future public safety communications systems will be IP-based and as such will enable data sharing 
between agencies that will enhance emergency response and keep first responders safer. However, data 
sharing will require an MOU between public safety agencies, particularly ECCs. Examples of such data 
include the following: 
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• Multimedia data from persons reporting emergencies 
− Videos or digital images of the scene  

• Multimedia data from video surveillance and/or traffic-camera networks 
• Schools’ panic-alarm and video systems 
 
Multimedia monitoring/analysis units staffed by trained personnel quickly will become a best practice to 
provide the live review of inbound video and audio content, sensor alerts and social media content, and 
then to act on the information received. Units that already are formed—including those that are leveraging 
an existing SAC, or fusion/intelligence center—are equipped with CAD system interfaces and radio-
channel access to enable call following and to provide context and updates on the data received.  
 
In addition to CAD and radio-system access, to effectively monitor real-time events, the units generally will 
require mapping interfaces, messaging applications, and a voice-recording system. Video display walls will 
be required that allow monitoring of fixed-camera networks, mobile cameras, and multimedia data 
associated with dispatch records. Video analytics also may assist in the review of content received from 
callers, field personnel, and fixed or mobile cameras. 
 
Use of staff trained and armed with the right tools, and skilled in public safety communications operations 
and practices may provide the optimal solution for reviewing multimedia data. However, this only will be 
possible if staff members are trained properly and provided with the right multimedia-analysis tools to do 
the work.  
 
Regardless of whether multimedia monitoring/analysis units are deployed, it is essential to the efficiency of 
future call processing that technologies such as AI and machine-to-machine learning be deployed in the 
ECC to analyze the intense volume of data that will become available. This is to ensure that what is 
presented to a telecommunicator and/or first responders is accurate, timely and actionable rather than a lot 
of noise and distraction. 
 
Multimedia Servers 
 
Reception, viewing, routing, archiving, and retrieving multimedia data will require implementation of 
networked servers and data-analytics applications. Multimedia servers may be hosted in the cloud by a 
service provider, may be operated on a state or regional basis, or may be located at the ECC or its 
associated data center. Multimedia servers will need to be connected to an IP network to provide 
interfaces to the CAD system, to FirstNet’s NPSBN, to other broadband wireless networks, to a public 
safety enterprise network, or to an RMS for EMS, fire/rescue or law enforcement.  
 
Archiving of all multimedia data received in the ECC, regardless of source, will be required. Such archiving 
will be needed for both raw data as well as edited data. For example, a caller reporting an incident may 
transmit a video file several minutes in duration (raw data). A clip of this video, which contains salient 
information, may be distributed to first responders (edited data). Investigators may, in the future, need to 
review the entire raw video data file for additional details or to establish the context of the information it 
contains. Provision of video files under a subpoena likely will require all raw data files related to an 
incident. For this reason, it is critical that the data stored on these servers is accurately cataloged for ease 
of retrieval. Additionally, as previously mentioned, if data is provided in response to a public records 
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request, or will otherwise be released publicly, it will be necessary to have somebody review the video and 
redact images of persons who can be definitively determined to be uninvolved in the event to protect their 
privacy. 
 
It can be assumed that multimedia data will be used as evidence in investigation and prosecution of 
crimes. Alternatively, multimedia data may be considered medical records, which are protected by the 
Health Insurance Portability and Accountability Act (HIPAA). Document-retention requirements for these 
two circumstances are neither identical nor consistent. A legal analysis of document-retention 
requirements is outside the scope of this report. New state-level guidelines may be required for the 
preservation and release of multimedia data received by an ECC. It is recommended that ECC directors 
seek out legal guidance from an attorney for guidance in this area. 
 
Because multimedia data may be used as evidence in judicial proceedings, an audit trail must be provided 
in the multimedia data-management system. An audit trail should provide, at a minimum, the time and date 
received, origin, destination of routed content, file size, file type, date and time opened and viewed, identity 
of person opening the file, edited files derived from raw data, record number, and CAD record or incident 
number. 
 
An MOU or another policy document that governs privacy, retention, and access to multimedia data may 
be required in cases where an ECC, SAC, or other entity serves multiple public safety agencies. Such a 
document would reflect the differences in requirements between EMS, fire/rescue and law-enforcement 
data.  
 
In addition to LAN access to the multimedia data-management system, data will be routed outbound from, 
and inbound to, the system. Routing likely will be required within the ECC’s ecosystem of users as well as 
with outside agencies and facilities. It will be necessary for each ECC to have documented user roles for 
access to this information.  
 
Whether managed in-house, through a partnership or outsourced altogether, ECCs will need to have the 
ability to include the results of this actionable data to improve situational awareness, response times and 
ultimately emergency response outcomes.  
 
Inbound Routing of Multimedia Data 
 
Inbound routing of multimedia data refers to the reception of data that originates outside of the ECC from 
first responders, autonomous devices, or the public. This data is discussed by source in the following 
subsections. 
 
Video Sent from Public Safety Vehicles  
 
Vehicle-mounted camera systems are commonplace in law-enforcement vehicles but generally are used 
for archival purposes. The presence of a mobile router on a wireless broadband network, such as 
FirstNet’s NPSBN, will enable video and audio streaming from a suitably equipped vehicular camera 
system to the ECC and/or to a multimedia-analysis unit, surveillance center or SAC. Vehicle-mounted 
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cameras may include dashboard cameras, proximity cameras—side or rear facing—or interior cameras in 
the vehicle’s prisoner-retention area. 
 
As is the case with body-worn cameras, vehicle-mounted cameras could provide additional safety for first 
responders by enabling trained personnel to observe the situation without distraction. Fire-service video 
might include dashboard-camera video, cameras mounted on aerial apparatus, or firefighter body-worn 
cameras. This information may be of importance to a SAC that is focused on fireground operations and/or 
firefighter accountability and safety. This multimedia data may be stored onsite or by a cloud service. 
 
Application of vehicle-mounted cameras in fire apparatus is focused frequently on dashboard-mounted 
cameras that record events in front of the apparatus. Steerable cameras combined with a broadband 
vehicular router could be applied to provide streaming video of a fire or accident scene to the ECC or a fire 
command center.  
 
Video Sent by Emergency Responders Outside of Vehicles 
 
Provision and sharing of accurate location data may improve the safety of first responders by supporting 
better tactical-decision support, adding the ability to track personnel outside of a vehicular environment, 
and supporting mapping of resources for planning and deployment decisions. Components of effective use 
of location data include: 
 
• GIS with detailed premises mapping 
• Access to third-party mapping information, satellite imagery, and photogrammetry 
• Implementation of automatic vehicle location (AVL) and access to mapping, both in the ECC and in the 

field 
• Equipping first responders with wireless devices that provide personal location and tracking in real time 

when they are outdoors, and ultimately when indoors 
• Geofencing to focus tracking within a perimeter, search area, an evacuation area, or another 

geographic area of interest 
 
Video from a Caller 
 
Video from the caller side will be an important component of telemedicine. Parties reporting medical 
emergencies may choose to send video to the ECC that provides information on the medical condition of a 
patient or the circumstances of an injury or illness. This information may be stored and forwarded to the 
responding units via the NPSBN.  
 
Patient-side video and biometric data may be transmitted from an ambulance or emergency medical 
technician (EMT) body-worn device to a medical professional at a hospital or other facility. This information 
likely is to be used for medical consultations that may assist in the trend to reduce repeat trips to hospital 
emergency departments where no hospital admissions occur. This information likely will be a portion of the 
patient record and will be protected by HIPAA. Generally, such patient-side video would not be sent to an 
ECC or SAC for storage. 
 



 

  32 

Video from Other ECCs 
 
• There are several situations in which planning is required for inter-ECC transmission of multimedia 

data. 911 calls routed incorrectly to an ECC may be transferred to another ECC and multimedia data 
sent by the reporting party should accompany the transferred call. MOU’s between ECCs, as well as 
joint policies, will need to be developed for sharing of multimedia data. 

 
• Multimedia data regarding a missing person, a suspect, or a wanted vehicle will need to be shared 

between ECCs or sent directly via the NPSBN to field units in accordance with a “be on the lookout” 
(BOLO) plan. 

 
• Maps and other images may be shared between ECCs for situations such as street closings, parade 

routes, and other events. 
 
Multimedia data sharing may be accomplished via an ESInet, a separate WAN, or in some situations by a 
wireless connection to the NPSBN. Regionalization of multimedia data storage may be desirable for cost 
sharing and compatibility of platforms in use. CAD-to-CAD considerations also need to be included in data 
sharing between ECCs. 
 
AI Content Analytics 
 
Video analytics combine AI with video playback. AI platforms use known images to “train” the software to 
recognize similar objects while rapidly scanning video recordings. Images may include facial recognition, 
vehicles, animals, profiles/positions of persons (e.g., person down, threatening behavior) and weapons. 
Introduction of AI into video analytics will enable review of lengthy recordings, such as from video 
surveillance and security cameras. Video analytics can be applied to videos sent by 911 callers, 
particularly raw video that is lengthy. Video analytics can be applied to the review of large video files such 
as archived dashboard- or body-camera data. Unless deployed very near to the data source, video 
analytics applications are less likely to be useful as a tool in the ECC compared with an investigative 
capacity. 
 
Application of voice analytics to multimedia data collected from 911 reporting parties and emergency 
responders should be facilitated by the multimedia data system. For law-enforcement applications, an 
ability to parse the voice content of a video clip and apply analytic routines to provide voiceprints or 
patterns of words or speech will be desirable as a future application. 
 
An ability to recover text information from images or copies of documents sent to the ECC will be a useful 
function. Analytics provided by other applications—such as handwriting recognition, type fonts, word 
usage, and patterns—should be supported by the multimedia data system. 
 
Development of these sophisticated AI platforms for public safety is in its infancy. These applications will 
need to evolve and mature and pass rigorous laboratory and controlled field testing before public safety 
can confidently utilize them. It is anticipated that some of these will be viable at or around the time that full 
NG911 functionality is achieved. 
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Outbound Routing of Multimedia Data 
 
Wireless data-equipped personnel will require a connection between the multimedia data-management 
system and the broadband wireless network(s) in use by the agencies served by the ECC. This connection 
will need to be configured to handle large multimedia files with minimal latency. A connection with quality-
of-service (QoS) guarantees is desirable, such as the Accelerated Virtual Private Network (AVPN) offered 
by AT&T for connection to the NPSBN. The connection needs to be firewall-protected and servers must be 
equipped with virus and malware protection. 
 
Cybersecurity Measures 
 
Malware and unwanted executable programs can disrupt critical networks unless adequately protected by 
cybersecurity measures. Introduction of the NPSBN or other wireless networks into the public safety 
enterprise creates new opportunities for hackers to attempt to penetrate the protections currently in place. 
 
New sources of threats include the use of privately owned wireless devices, tablet computers and other 
home computers that are not protected at the same level as enterprise computers. Such devices can 
propagate malware behind the firewall of an enterprise network. 
 
Cybersecurity software and service providers recommend a multitiered approach to cybersecurity. 
Endpoints on a network are user computers, terminals, and devices. Such devices have as their first line of 
defense antivirus and antimalware software. Most are password protected and have a firewall function. 
Dual authentication of users is employed increasingly. Endpoints can be exploited by malware and can 
propagate that malware to servers and other users on a network. It is important that endpoints employ the 
enterprise cybersecurity protection, which argues against the use of personal devices on a public safety 
enterprise network. Current cybersecurity technology employs techniques such as behavior-based 
analytics that search for known and unknown threats on groups of endpoints. Searches can reveal whether 
an attack occurred and whether it was spread to other endpoints or network devices. 
 
• Network Security – Most networks employ firewalls and secure web gateways to protect against 

attacks. Sophisticated hackers employ polymorphic techniques to exploit vulnerabilities in operating 
systems and applications to introduce malware. Webroot defines polymorphism as “…a tactic designed 
to circumvent traditional antimalware solutions, which use names, encryption keys, signatures, or 
hashes to detect a single instance of malware delivered to a large number of people.”13 Polymorphic 
attacks now use sophisticated algorithms to randomize the numeric keys to avoid detection by antivirus 
or antimalware applications.  

 
In addition to basic approaches to network security, additional steps should be taken to protect against 
malware introduced from internet connections to the public safety enterprise network. Such steps 
include appliances that monitor lateral and outbound traffic on the network, and through machine 
learning, can identify suspicious activity on the network. 

 

                                                   
13 https://www.webroot.com/download_file/2306  

https://www.webroot.com/download_file/2306
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An additional step for network administrators is to consider contracting with a service provider that 
offers alerts of trending malware attacks from domestic and international sources. Such service often is 
provided by suppliers of security appliances. Cloud-based network monitoring is a trending service for 
agencies with limited internal capabilities.  

 
• Mobile Device Security – Mobile devices are an additional source of threats from malware. Use of 

personal devices for public safety functions increases the risk of introduction of malware installed from 
the internet. A uniform security policy and installation of management and malware tools on all wireless 
devices connected to public safety enterprise networks is the best practice for malware protection. 
 
Introduction of wireless devices to public safety enterprise networks requires both policy development 
and software systems to provide the needed security. Multiple steps are required to implement a 
secure mobile environment. Responsibility for administration of mobile devices needs to be established 
by an enforceable policy. Both wireless devices and applications need to be covered by an “on-
boarding” policy and procedure whereby the devices are configured to comply with cybersecurity rules.  
 
A designated administrator will be needed to manage what is referred to by FirstNet as “local control.” 
This function manages on-boarding, adds, changes and deletes of mobile devices on the NPSBN. 
Interoperability permissions needed for access to PTT talkgroups on the NPSBN—as well as ISSI 
and/or other interconnection interfaces to LMR systems—are managed through the local-control portal, 
which provides a view of all mobile devices associated with an AT&T account on the NPSBN. Other 
local-control functions include vetting of users and establishment of priority. 
 
Mobile application onboarding may be a new experience for IT administrators. Many applications are 
available for wireless devices. Such applications may spread malware that can infiltrate public safety 
information systems. Vetting of applications is required before they are considered for installation on 
public safety wireless devices. General advice that can be provided is that no application should be 
installed unless it has been vetted by the FirstNet Lab or by Google Play or Apple Store. Applications 
should be “whitelisted” by the agency IT administrator.  
 
Criminal Justice Information Services (CJIS) compliance – Mobile devices must comply with CJISD-
ITS-DOC-08140-5.8, CJIS Security Policy, Version 5.8,14 June 1, 2019. The applicable section of this 
document is Policy Area 13 – Mobile Devices, which governs wireless devices such as smartphones, 
Wi-Fi access points, air cards and mobile routers. To implement the requirements of the CJIS policy, 
an MDM system is needed to perform security functions. 
 
An MDM system provides centralized administration of all public safety wireless devices connected to 
the enterprise public safety network. At a minimum the MDM system must be configured and 
implemented to exercise the following controls: 
 
• Remote locking of wireless devices 
• Remote wiping of wireless devices 
• Setting and locking device configuration 

                                                   
14 https://www.fbi.gov/file-repository/cjis-security-policy_v5-8_20190601.pdf  

https://www.fbi.gov/file-repository/cjis-security-policy_v5-8_20190601.pdf
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• Detection of devices that have been “rooted” (root access, i.e., administrative privileges), 
“jailbroken” (like rooting, on Apple devices) and unlocked (on Android devices) 

• Enforcement of folder- or disk-level encryption 
• Application of mandatory policy settings on the device 
• Detection of unauthorized configurations 
• Detection of unauthorized software or applications 
• Ability to determine the location of agency-controlled devices 
• Prevention of unpatched devices from accessing CJIS systems 
• Automatic device wiping after a specified number of failed access attempts 
 
Use of an MDM system allows the IT administrator to push out updates and patches to mobile devices 
to maintain the security of the public safety enterprise network.  
 
Challenges to conformance with the CJIS cybersecurity policy are provided by bring your own device 
(BYOD) smartphones used by public safety personnel. Access to CJIS data by devices not owned by 
the public safety entity cannot be provided unless users of such devices consent to the restrictions 
imposed by the MDM system. Access to location data on BYOD smartphones is required, and 
compliance with whitelisting of applications is difficult to enforce unless the device has been configured 
under the MDM system. 
 
Access to non-CJIS legacy applications, such as CAD and mapping, generally will require the 
development of mobile applications and interfaces. Several of the major CAD system suppliers have 
such interfaces and applications available for certain versions of their software.  
 
It should be noted that AT&T-FirstNet operates a dedicated security operations center (SOC) to protect 
its network from cyberattacks. This is a continuously staffed function within AT&T that monitors 
cyberactivity worldwide. Its intent is to identify and quickly remediate certain kinds of cybersecurity 
threats, such as DDOS attacks, that can cripple data networks.  

 
Other ECCs 
 
Data sharing between ECCs is a desirable function. Sharing of multimedia data regarding people, vehicles, 
and incidents should be supported by the ESInet or by a secure WAN connection. Regionalization of 
multimedia data networks may be a more efficient method of provisioning this service. 
 
Other Public Safety Agencies 
 
Interoperability with public safety agencies other than ECCs that support multimedia data sharing should 
be supported. This interoperability may be provided by connection to a WAN or via a mobile-device 
connection enabled by FirstNet’s NPSBN or another broadband wireless network.  
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Public Alerts 
 
It may be desirable to share with the general public some screened multimedia data, such as images of 
missing children (Amber Alerts), missing senior citizens (Silver Alerts), or persons/vehicles wanted in 
connection with criminal activity. By necessity, this connection would be via the public internet. It is 
recommended that this connection not be made with the internal LAN at an ECC or SAC; rather, the data 
should be transferred offline to a public-facing network connection. 
 
Between Call-Takers and Radio Dispatchers 
 
Still, images or short video clips that are received by 911 telecommunicators from a person reporting an 
emergency should be attached to an incident dispatch record when transferred to a radio dispatcher. This 
information also should be accessible from a first responder equipped with a mobile computer or 
smartphone. Generally, this can be accomplished by an interface to the CAD system via FirstNet’s 
NPSBN. 
 
Recommended Areas of Future Focus  
 
Implementation of the transformational technology will require development of guidelines and practices that 
will be needed to quantify the financial, operational, and technology needs of the ECCs. The Arizona State 
911 Program Office has an important role in working with the ECC partners to assist in developing the 
guidelines and practices that will be applicable to all ECCs in Arizona. Those involved in the planning will 
need to consider the following: 
 
• How will ECCs integrate with FirstNet regarding technology, operational and non-traditional cost 

impacts? 
• How will ECCs analyze large amounts of data coming in from the public to determine relevance?  
• How can technologies, such as video analytics, be leveraged to prioritize video traffic? 
• How will the ECC secure its environment as it becomes more interconnected, and what is the cost 

associated with that security? 
• What legal, retention, and data-storage issues present themselves from this convergence? 
 
Additionally, joint NG911/NPSBN state-level planning is essential for success. This will aid in the 
implementation of change-management programs at the local, regional and state levels to evaluate 
considerations for determining implementation of proposed next-generation solutions that leverage 
FirstNet’s NPSBN to improve emergency response. The NPSBN provides an improved public safety 
network that should provide better situational awareness, decrease emergency response times, and 
enhance the potential to save lives. These considerations include technology, workforce, operational, 
policy/governance, regulatory, and funding issues that limit or prevent interoperability between NG911 
systems and the NPSBN. Lastly, this only can be successful if educational programs that support 
executive, support, operations, and IT staff are established. 
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Conclusion 

Multimedia data streams made possible by the NPSBN and NG911 systems have the potential to provide 
ECCs with unprecedented situational-awareness information that will make both telecommunicators and 
first responders more effective, resulting in enhanced emergency response, more lives and property 
saved, and safer responders. To fully leverage this capability, ECCs will be confronted with technical, 
financial, operational and personnel-development challenges. As with implementation of other 
transformational technologies, there will be cultural and procedural changes that will need to be anticipated 
and managed.  
 
ECC personnel interviewed by MCP, on behalf of the Arizona Public Safety Broadband Program, have the 
basic systems and procedures in place to handle 911 calls and to provide connectivity to emergency 
responders via wireless data networks. Arizona is considered an early adopter in terms of NG911 
technology and deployment of an ESInet. However, gaps exist in the reception, distribution and archiving 
of multimedia data that will be available when the NPSBN and NG911 systems are deployed and fully 
operational. Planning is required to define and quantify a variety of technical impacts, from interfacing with 
myriad data sources to managing, storing and securing the data.  
 
Success measurement will be determined by achievement of the project goals and objectives. After 
deciding to implement any of the previously described interfaces, ECC managers should ensure that the 
project addresses the items described in Section 2.1 above.  
 
The most important question with any implementation is this: does the proposed solution improve 
emergency response outcomes? If the answer is yes, then the project, if implemented correctly, can be 
successful. Once that is established, the next step in this process is to develop a detailed planning 
document to establish a path to adopting FirstNet’s NPSBN and integrating it with the select data sources 
discussed in this document. 
  



 

  38 

Appendix A: AT&T Emergency Communications Center 
Nationwide Public Safety Broadband Network Flyer 
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Appendix B: Emergency Communications Center-Nationwide Public 
Safety Broadband Network Planning Checklist 
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Emergency Communications Center- 
Nationwide Public Safety Broadband Network 
Planning Checklist 

The following items are important considerations in planning for a nationwide 
public safety broadband network (NSPBN) integration. 

Information and Change Management Framework 
Four critical questions to be answered concerning the implementation: 

☐ Does it improve situational awareness? 
☐ Does it improve decision-making capabilities? 
☐ Does it decrease response times? 
☐ Does it have the potential to save lives? 
 
Other considerations: 

☐ Technology policy requirements  
☐ Technology infrastructure constraints 
☐ Workforce implications (both inter- and intra-agency) 
☐ Operational workflows, policies, procedures 
☐ Training requirements 
☐ Governance policies 
☐ Regulatory and legislative constraints 
☐ Funding 
☐ Facilities structural constraints 
☐ Metrics for measuring success (critical) 
 

Basic Service Integration 
☐ Create a planning document, outlining the specific steps, timeline, and task deliverables. 

Includes examining the desire to interface the push-to-talk capabilities of the NPSBN with 
current land mobile radio network(s). Options for interface include the inter-switching 
subsystem interface (ISSI), as well as use of a donor radio for a radio-over-IP (RoIP) 
interface 

☐ Identify the technical, operational, and policy needs of the emergency communications 
centers (ECCs) and first responders pertaining to ECC and NPSBN integration, using a 
mix of interviews, assessments, and a needs analysis  

☐ Develop a model of the integration steps, policies, and costs  
 

Advanced Service Integration 
☐ Create a planning document, outlining the specific steps, timeline, and task deliverables  
☐ Develop a user-level description of the integration of the NSPN with Next Generation 911 

(NG911) and ECC systems under various operational scenarios 
☐ Gather requirements from the 911 and first-responder communities to identify the 

stakeholders’ specific needs for integrating these systems. 
☐ Based on stakeholder input, determine the technical, operational, policy, and staffing 

requirements to implement the advanced service integration  
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Cybersecurity 
☐ Develop ongoing cybersecurity policies, processes and procedures. Refer to Task Force for 

Optimal Public Safety Answering Point Architecture (TFOPA)’s Working Group 2: Phase II 
Supplemental Report: NG9-1-1 Readiness Scorecard, published in December 2016.15 

☐ Network security considerations 

 ☐ Access control 
 ☐ User management 
 ☐ Host security, if applicable 
 ☐ Log management 
 ☐ Session auditing 
 ☐ Boundary defense 
 ☐ LAN/WAN16 management 
 ☐ Network key management 
 ☐ Network intrusion detection 
 ☐ Multifactor authentication 
 ☐ Disaster recovery 
  ☐  Continuity of operations plan (COOP) 

 ☐ Automated patch management 
 ☐ Transmission security 
 

Operational Impacts 
Develop policies and procedures addressing the following questions: 

☐ How will video, both recorded and live-streamed, be used?  
☐ Will the new data have an effect on the health of ECC personnel?  
☐ What training will be required for ECC personnel?  
☐ Will a special division or position for data analytics be needed? 
☐ How will multimedia be associated with the correct incident? 
☐ What technical impacts will NG911 have on the ECC environment? 
☐ How will the new data be stored and retained? 
☐ What are the evidentiary or legal ramifications when receiving and disseminating the new 

data? 
☐ Is staffing adequate? 
☐ What budgetary changes need to be made? 
 

Legislative and Regulatory 
☐ Review relevant laws and regulations to identify conflicts/impediments to technology 

implementation 
☐ Work with appropriate governance and authorities to address legislative and regulatory 

inadequacies in the new technology environment 

                                                   
15 https://transition.fcc.gov/pshs/911/TFOPA/TFOPA_WG2_Supplemental_Report-120216.pdf  
16 Local area network/wide area network 

https://transition.fcc.gov/pshs/911/TFOPA/TFOPA_WG2_Supplemental_Report-120216.pdf
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NPSBN Considerations 
☐ Service 
 ☐ Are first responders serviced by the ECC utilizing the NPSBN? 
 ☐ Can the NPSBN serve as a layer of redundancy to an existing Emergency Services 

Internet Protocol Network (ESInet)? 
 ☐ Is current NPSBN coverage adequate? 

☐ Devices 
 ☐ Current devices can be utilized by simply installing new subscriber identity module 

(SIM) cards 
 ☐ Current devices cannot be utilized by installing new SIM cards—all new devices will 

need to be purchased 

☐ Costs 
 ☐ New devices 
 ☐ Monthly subscription fees 
 ☐ Contractual support 
 ☐ Installation costs 
 ☐ Software 
 ☐ Applications 
 
☐ Applications 
 ☐ Interoperability 
 ☐ Cost 
 ☐ Scalability 
 ☐ Security 
 ☐ Ease of use 
 ☐ Application and/or vendor maturity 
 

Interfaces 
Develop policies and procedures addressing the following questions: 

☐ Computer-aided dispatch (CAD) 
☐ Records management systems (RMS)  
☐ Between call-takers and dispatchers 
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