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EXECUTIVE SUMMARY
Changes in communications technology, particularly over the course of the past two decades, have 
impacted how we communicate on a daily basis. Current technologies embrace tools such as Voice 
over Internet Protocol (VoIP), phone and video calls conducted by computer, and a multitude of 
wireless devices supporting applications via cellular data—all of which enable global communication 
in seconds. Transitions from standard copper line service (otherwise known as plain old telephone 
service or (POTS)) to cellular enabled devices had a profound impact on the 9-1-1 community, 
permitting the ability to make calls from any location in the vicinity of a cell tower, or even leveraging 
a broadband connection to connect to emergency resources. With multiple devices in nearly every 
household requiring data (cellular and wi-fi), network providers must continually work to upgrade 
their networks and increase their cellular and broadband bandwidths to meet the public’s increasing 
data demands. Unfortunately, vital 9-1-1 services in most areas of the country still rely on end of life 
analog technology implemented in the 1970s for the support of corded telephones.

These technological changes have required the creation of the Next Generation 9-1-1 (NG9-1-1) 
environment to serve the needs of mobile users. Consumers today have a flawed expectation that 
9-1-1 technology is as current as the capabilities of applications on their mobile devices. Arizona is 
pushing to close that gap as it transitions to NG9-1-1 across the state.

The Arizona 9-1-1 Program (Program) exists within the Arizona Department of Administration 
(ADOA) and provides technology and operational guidance as well as funding oversight to the 
81 public safety answering points (PSAPs) throughout the state. This includes the necessary 
work to update services to align with new technologies, ensuring the PSAPs have access to 
NG9-1-1 tools and services.

The Program operates from the following vision and mission:

The mission of the Arizona 9-1-1 Program is to provide exceptional 
statewide 9-1-1 services to the people of Arizona through the use of 

modern and emerging technologies, national best practices and industry 
standards, and by acting as responsible stewards of 9-1-1 funds.

Deliver reliable and seamless 9-1-1 Service to all of Arizona.
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1  CURRENT STATE 9-1-1 IN ARIZONA

1.1 Current State
The federal Wireless Communications and Public Safety Act of 1999 (911 Act¹) took effect 
on October 26, 1999. A goal of the 911 Act was the improvement of public safety via prompt 
deployment of a nationwide, seamless communications infrastructure for emergency services. 
The 911 Act required the setup of enhanced 9-1-1 (E9 1-1) and established 9-1-1 as the universal 
emergency number for all telephone services (landline and non-landline). While working to 
ensure availability of 9-1-1 access throughout the state, the Program opted to conduct an initial 
assessment of the 9-1-1 Program and availability of E9-1-1 and text-to-9-1-1 throughout Arizona, 
then utilized that information to determine a roadmap to progress to NG9-1-1. The Program next 
opted to undertake additional assessments and reports with a goal to capture the current picture 
of its 9-1-1 ecosystem and identify growth opportunities that were easily available and a clear path 
forward for NG9-1-1 implementation for all interested PSAPs. With appropriate public education, 
messaging, and outreach, the majority of the state is pursuing NG9-1-1 implementation, with the 
farthest cutover currently anticipated for October 2023.

1.1.1 Current Technology
While Basic 9-1-1 and E9-1-1 services are 
available throughout most of the United 
States, Arizona has a considerable number of 
constituents that remain underserved by this 
vital life-saving standard. Of the 81 PSAPs in 
Arizona, currently, several tribal PSAPs operate 
independently from the Arizona 9-1-1 Program. 
These PSAPs utilize a 10-digit number to 
access emergency services, limiting the amount 
of caller information that can be provided to 
emergency services personnel.

While adoption of NG9-1-1 is underway, significant progress has been made in utilizing emerging 
public safety technologies around the state. An example shown below is the full deployment of text-
to-9-1-1 in Arizona—a milestone that not many states can claim. Early adoption of this technology 
builds familiarity and acceptance in the PSAP and provides reassurance that while change is 
imminent, it is not always overwhelming.

Vital 9-1-1 service in most areas 
of the country still rely on dated 
analog technology implemented 
in the 1970s for the support of 
corded telephones.

¹ 81.pdf

https://uscode.house.gov/statutes/pl/106/81.pdf
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Arizona Text to 911 Deployment Status

1.1.2 E9-1-1 Capabilities
When thinking about E9-1-1 or any future 9-1-1 technology, the two areas of focus that technology 
must provide for are as follows:

1. When a caller in Arizona needs emergency assistance, what do they do and how does it 
get to the correct PSAP?

2. When the call reaches the correct PSAP, how is the caller’s location retrieved and can it 
be used for dispatch?

What and how did E9-1-1 serve these functions in Arizona through the years?

• E9-1-1 enabled a common number for emergency services dialing (9-1-1)

• Each PSAP has a minimum of one assigned emergency services number (ESN)

• E9-1-1 uses ANI (automatic number identification), loaded in the selective router 
database with an ESN used for routing (See Appendix A, Figure 1)

• E9-1-1 allows PSAPs to use ALI (automatic location identification) for a pre-determined 
location of an ANI to be retrieved and used to locate an emergency caller once answered 
at the PSAP

Having every ANI and pseudo-ANI in the United States loaded into the correct database, and then 
creating a way for PSAPs to query this database to get the location based on that ANI was a major 
undertaking and an enormous success overall, but if a caller is mobile out of region or on the move 
and the location is based on either their phone number or a static pseudo phone number how does 
that work? We can see already that different wireless technologies have been shoehorned into a 
legacy wireline-built system to ensure functionality. E9-1-1 as we will see in the next section was built 
on end-of-life telephone company copper switches and for stationary landlines.
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1.1.3 E9-1-1 Limitations
The E9-1-1 system is built on 40-year-old telephony networks that existed before wireless technology 
and, therefore, did not account for users being mobile. Today over 80% of 9-1-1 callers use mobile 
devices. Other limitations include:

• E9-1-1 is built on an End of Life (EOL) copper network that all telephony companies are 
decommissioning

• E9-1-1 software primarily resides on legacy incumbent forty-year-old telephone-
switching company-provided selective routers that are a decade past end of life; these 
selective routers often run in simplex as no spare parts are available

• E9-1-1 uses legacy signaling protocols such as Signaling System 7 (SS7) and ALI that are 
being phased out

• E9-1-1 in Arizona severely underserves rural and tribal areas. Many of these areas have 
been operating on a single threaded system since inception and now as the network 
ages are having more and longer outages as a result

• E9-1-1 mobile providers use local pseudo numbers (emergency services routing keys 
[ESRKs]) as a tool to convince the selective router that the call is local by changing the 
ANI; this pANI is used to find the correct PSAP

• E9-1-1 PSAP locations use the pANI (ESRK) to query the mobile positioning center, to 
get a snapshot in time of the physical location and then the mobile provider sends the 
actual number of the 9-1-1 caller back to the PSAP for use if a call back is necessary 
(See Appendix A, Figure 1)

• E9-1-1 location of mobile users is unsatisfactory; while rideshare applications use the 
global positioning system (GPS) of the device, when using E9-1-1 with pseudo numbers, 
it is forced to use cellular tower sectoring

• E9-1-1 uses the number for routing and dispatch, not the actual GPS location of the caller

• E9-1-1 has limited capabilities when it comes to text or any other multimedia to 9-1-1

NG9-1-1 Allows:

 9 Integrated text, data, images, 
and video delivery to 9-1-1

 9 Another means for the hearing-
impaired to contact 9-1-1

 9 New and emerging calls for 
service – Internet of Things 
(IoT) feeds

 9 Utilizes GIS coordinates to 
route the 9-1-1 call to the 
nearest PSAP
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1.2 Preparing for NG9-1-1 Implementation
Legacy voice-based infrastructure worked when it was implemented, and the majority of 9-1-1 calls 
were made by individuals using wireline telephones. As new technologies such as wireless, smart 
devices, telematics, and VoIP were introduced, the 9-1-1 community adapted to fit services into the 
legacy technology. Today, most calls to 9-1-1 are placed via wireless devices, the legacy infrastructure 
is aging, technology and equipment are reaching (or have reached) end of life, and capabilities no 
longer meet the needs and advanced technological expectations of citizens. NG9-1-1 enhances the 
9-1-1 infrastructure with a shift to IP networks and standards-based technologies that support the 
needs of PSAPs and residents in need of emergency response.

NG9-1-1 is critically important to public safety overall. It will change the manner in which a call 
is routed and processed, increasing the routing accuracy of calls and minimizing seconds lost in 
transfers. It will enable a robust, redundant call-handling system that will allow for the receipt of 
multiple types of media from callers to field responders. This last benefit alone is invaluable as live 
video of a developing incident lends the opportunity for better scaling of the resources needed to 
address the emergency. A voice caller reporting smoke from the back of the house would generate a 
different dispatch of resources than a video of fire through the roof of a house and permits a speedier 
dispatch of additional resources than the traditional approach of first unit on scene assessment 
and reporting. NG9-1-1 will also benefit the greater scope of the extended emergency enterprise, as 
shown in the illustration below.
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1.2.1 What is NG9-1-1?

Next Generation 9-1-1 is a secure, IP-based, open-standards system comprised of software services 
and applications, databases, and data management processes that are interconnected to PSAP 
premise equipment.

• NG9-1-1 delivers voice, text, and other forms of multimedia. All types are referred to as callers

• NG9-1-1 is based on industry standards—NENA-STA-010.3b-2021

• NG9-1-1 supports all E9-1-1 features and functions and meets current and emerging 
needs for emergency communication from the caller to public safety entities

• NG9-1-1 is comprised of three main components: Emergency Services IP network 
(ESInet), Next Generation Core Services (NGCS), and call-handling equipment (CHE)

 » ESInet is the network

 » NGCS is comprised of functional elements that use standard interconnections to 
work with any provider anywhere

 » i3-capable CHE allows PSAPs the full capabilities of NG9-1-1

• NG9-1-1 uses next generation protocols, including Session Initiation Protocol (SIP), 
Location to Service Translation (LoST), and HTTP² Enabled Location Delivery (HELD) 
over Transport Layer Security (TLS)

1.2.2 What NG9-1-1 is not

• NG9-1-1 is not just the call handling system at the PSAP. Technically NG9-1-1 can exist 
with a legacy copper based PSAP utilizing a Legacy PSAP Gateway (LPG)

• NG9-1-1 has no capabilities to eliminate prank or harassing calls. However, with the move 
to SIP and the implementation of the congressionally approved TRACED ACT³ prank or 
harassing calls should be reduced and will be easier to trace back

• NG9-1-1 will enable more functionality but may not cost less

• Current Managed Emergency Call Handling (MECH) deployments are not NG911 as they utilize 
IP Selective Routers (IPSR’s) for routing which do not meet NENA i3 requirements for NG9-1-1

• NG9-1-1 deployments do not necessarily upgrade the CAD or Radio systems and these 
upgrades are unrelated to NG9-1-1

1.2.3 How NG9-1-1 works

An NG9-1-1 system includes but is not limited to the following:

• ESInet     •    NGCS     •    CHE     •    Geographic information systems (GIS)

Additional components are transitional functional elements:

• Gateways that include legacy network gateways (LNGs), legacy selective router 
gateways (LSRGs), and legacy PSAP gateways (LPGs)

• IP selective routers (IPSR)

² Hypertext Transfer Protocol
³ Federal Register: Pallone-Thune Telephone Robocall Abuse Criminal Enforcement and Deterrence Act (TRACED Act)

https://cdn.ymaws.com/www.nena.org/resource/resmgr/standards/nena-sta-010.3b-2021_i3_stan.pdf
https://www.federalregister.gov/documents/2021/09/23/2021-14711/pallone-thune-telephone-robocall-abuse-criminal-enforcement-and-deterrence-act-traced-act#:~:text=The%20TRACED%20Act%20directs%20the%20Commission%20no%20later,%28b%29%20or%20227%20%28e%29%20of%20the%20Communications%20Act.
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2  NG9-1-1 IN ARIZONA

2.2 Arizona NG9-1-1 Roadmap
Multiple factors need to be considered when preparing for NG9-1-1 implementation—funding, the 
development of GIS for NG9-1-1, the type of NG9-1-1 solution and network infrastructure needed to 
address the unique needs of Arizona, NG9-1-1 policies and procedures, cybersecurity, data sharing 
communication and education, and, last but certainly very important, a governance structure that 
allows for input and buy-in from local and state public safety officials and stakeholders.

The NG9-1-1 roadmap prepared the state for the move toward NG9-1-1 implementation by conducting 
an assessment of the Program’s operational strengths and weaknesses and identifying opportunities 
for improvement in the service provided to the 9-1-1 community. The NG9-1-1 roadmap also reflected 
emerging technology trends and allowed for the incorporation of feedback from stakeholders to 
develop a set of actionable priorities. In this manner, Arizona was able to capture Program priorities 
that are broken out into focus areas showing initiatives and actions to be undertaken that will pave 
the way to a successful statewide NG9-1-1 implementation.

These and their respective subcomponents work together ensuring a secure, reliable, 
private managed IP network for supporting emergency communications. The “five nines” 
rule applies in this instance—meaning the system must be public-safety-grade with a 
99.999% available uptime. ESInets are for all public safety agencies, not just 9-1-1, and 
should be capable of being shared by all public safety agencies.

An ESInet by itself is not i3, nor does it constitute NG9-1-1, but provides infrastructure for i3 core 
functional processes, NGCS, and agency interoperability and collaboration.

Today’s 9-1-1

Virtually all calls are voice callers via telephones 
using analog lines to access the PSAP

Most information is transferred via voice; 
very limited data capability

Callers are routed through legacy selective routers, 
with limited forwarding/backup ability

Limited backup options, possibly a local or 
neighboring PSAP

Limited ability to handle overflow situations; 
callers could receive a busy signal

Voice, text, or video information from many types 
of communication devices, sent over IP networks

Advanced data sharing is automatically performed

Physical location of a PSAP becomes immaterial; 
callers are routed automatically based on geographic 

location; enhanced backup and resiliency

Multiple backup possibilities with connections to 
other PSAPs within a region of the state

PSAPs able to control call congestion treatment, 
including dynamically rerouting callers

Next Generation 9-1-1
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What’s next?

The Program will pursue regulatory approval to increase the 9-1-1 fee to ensure maintenance of a 
statewide NG9-1-1 system and hosted call-handling solutions for use within the state’s 81 PSAPs.

NG9-1-1 Roadmap Funding Accomplishments

 9 Collected data to determine the costs of building and maintaining a 
statewide NG9 1-1 system using a data analytics service

 9 Awarded a request for proposal (RFP) for NG9-1-1 ESInet and NGCS
 9 Awarded an RFP for hosted 9-1-1 call-handling solutions 
 9 Established eligible funding uses of the 9-1-1 fund
 9 Disbursed funds in the 9-1-1 fund balance based on cascading priorities

2.2.1 Funding
The Program is currently funded through a 
$0.20 9-1-1 surcharge from each wireline, 
wireless, and VoIP line. Arizona has one of the 
fastest-growing populations in the country but 
spends the least on 9-1-1 per person—$2.26 
compared with similar-sized states that spend 
$30 to $40 per person. While Basic 9-1-1 and 
E9-1-1 services are available throughout most 
of the United States, Arizona has a considerable 
number of constituents that remain 
underserved by this vital life-saving standard.

The current 9-1-1 infrastructure in place today is 
grossly out of date compared to the expectations 
of the public. Some regions of the state do not 
even have E9-1-1. The 9-1-1 infrastructure needs 
to be updated to an NG9-1-1 infrastructure, and 
the amount of excise tax collected today will 
not adequately cover the upgrade of the 9-1-1 
infrastructure or the equipment needed at the 
PSAP. Adding urgency to this request is the fact 
that the federal NG9-1-1 grant to Arizona expired 
in March 2022.

The Program committed to and accomplished the strategic funding initiatives shown below.

Risks if 9-1-1 Funding is Not 
Increased:

• Inconsistent service to callers:
 » Missed 9-1-1 calls
 » 9-1-1 calls being sent to the 

wrong PSAP
 » Incomplete 9-1-1 call data 

resulting in first responders sent 
to wrong location

 » The lack of ability to help those 
calling 9-1-1

 » Agency training on NG9-1-1 
equipment will not be possible

• Underserved communities falling 
farther behind
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2.2.2 Policy and Planning for NG9-1-1
Proper planning for NG9-1-1 is important at both the state and local levels to ensure operations run 
smoothly. The service system plan was updated to reflect how the local PSAPs operate today and will 
operate with the migration to NG9-1-1. In addition, the Program implemented a data analytics tool to 
support data-driven decision-making at the state level. An outcome from the 9-1-1 Assessment Report 
and a key strategic initiative in the NG9-1-1 roadmap was to update legislation and the administrative 
rules governing 9-1-1 to align with the operational changes occurring with the migration to NG9-1-1. 
The current legislation has not been updated since the inception of E9-1-1.

What’s next:

The statutes and administrative code governing 9-1-1 have been rewritten to align with NG9-1-1 
technology. The Program is working with the legislative liaison to prepare the documents for legislative 
action in the 2022-2023 legislative session.

NG9-1-1 will provide for interoperability between disparate NG9-1-1 systems across state and regional 
boundaries. Currently, the Maricopa region operates an independent 9-1-1 system. The Program’s 
goal is to have seamless interoperability between the Maricopa NG9-1-1 system and the rest of the 
state to provide for redundancy and backup in case of outages. The Program engaged the Maricopa 
regional 9-1-1 program in the procurement of an NG9-1-1 ESInet and NGCS, and the solution provided 
by Comtech Telecommunications Corporation (Comtech) will be locally replicated within the Maricopa 
region NG9-1-1 system. Comtech will serve as the sole ESInet and NGCS provider for the state and 
Maricopa region, which will allow statewide operations to be served equally and optimally.

NG9-1-1 Roadmap Policy and Procedure Accomplishments

 9 Procured a data collection tool to enable fact-based decision-making 
and understand the true cost of NG9-1-1

 9 Standardized the approach to NG9-1-1 
 9 Revised and required a system service plan for PSAPs
 9 Established service level agreements (SLAs) in all contracts for NG9-

1-1 systems, services, and call-handling solutions
 9 Aligned statute and administrative code with NG9-1-1 strategy
 9 Improved interoperability with all counties and neighboring states

Dependencies:

To ensure that all citizens and visitors of Arizona benefit from the life-saving infrastructure necessary 
to support the public’s growing 9-1-1 expectations and build and maintain statewide NG9-1-1 
infrastructure an increase to $1.00 is required.
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What’s next:

The 9-1-1 Advisory Board continues to meet regularly and provide input to the Program on technical 
and operational issues. The board’s focus will be on a list of identified priorities that include 
minimum training standards for 9-1-1 telecommunicators, reclassification of 9-1-1 dispatchers to 9-1-1 
telecommunicators, staff hiring and retention issues, and an increase in the 9-1-1 excise tax.

Dependencies:

For the board to be successful in addressing its priorities, it will need buy-in from decision-makers in 
their counties, such as police and fire chiefs, sheriffs, and other elected officials.

2.2.3 Governance
In today’s complex emergency communications environment, it is beneficial for all public safety disciplines 
to cooperatively plan to realize operational success and foster interoperability. NG9-1-1 requires 
communications between PSAPs, first responders, service providers, and elected officials to understand 
the needs of each. A robust governance structure fosters this communication between stakeholders.

An informal 9-1-1 Advisory Board was established in January 2022, with at least one representative 
from every county in the state. The mission of the board is to coordinate the development and 
management of 9-1-1 in Arizona. The role of the board members is to advise the Program on the 
decisions that guide it.

NG9-1-1 Roadmap Governance Accomplishments

 9 Established governing body to provide insight, experience, and 
validation as part of the emergency communications ecosystem

 9 Developed strategic planning with the 9-1-1 Advisory Board
 9 Identified a list of high priority goals

Wireless calls from neighboring states will often end up across the border. As a result, Arizona 
counties on the border with other states are interested in interoperability with their neighboring 
states. The Program has tested interoperability between the Arizona Comtech NG9-1-1 solution and 
the Utah solution provided by Motorola.

Dependencies:

Legislative action is required to approve the realigned statutes and rules. A unified message and buy-
in from local stakeholders—PSAPs, police chiefs, sheriffs, and fire chiefs—is essential to create the 
momentum required to receive approval for these changes from the Governor’s office and legislators.
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2.2.4 Communications and Education
A critical piece before undertaking any project is to plan for thorough, effective communications. 
The Program’s Communications Plan charts the strategy for engaging stakeholders and 
communicating about 9-1-1 goals and responsibilities. The Program employs communication 
tactics and messaging that speak to the current state of 9-1-1 in Arizona while also sharing the 
progress toward NG9-1-1 implementation. The two primary communication goals are increasing 
stakeholder engagement and improving stakeholder understanding of the State’s priorities, 
funding, and statutes governing the Program.

The Program is responsible for:

• Adopting rules and procedures for administering and distributing 9-1-1 revenue

• Reviewing and approving requests for payment for 9-1-1 system operations

• Making recommendations to the legislature regarding the necessary increase of the 
telecommunication services excise tax

• Coordinating and overseeing state-level 9-1-1 contracts

• Communicating with stakeholders

• Conducting federal- and state-level reporting

• Planning and coordination for NG9-1-1

Arizona’s 9-1-1 community has been engaged and working together for many years, making 
stakeholder engagement less of a heavy lift. In all successful communications, identifying the 
appropriate stakeholders is a critical component.

Internal stakeholders are those that regularly engage with the Program and/or the public on 
9-1-1-related issues in the state, sharing their input and experience to help inform the Program’s 
actions. These consist of:

• ADOA leaders

• Arizona Governor’s Office

• All primary and secondary PSAPs

• Private ambulance agencies



12

External public safety stakeholders are those members of public safety reliant on the Program for 
9-1-1-related information and gaining an understanding of the impacts future technology will have on 
their respective organizations. These consist of:

• Arizona GIS community

• Arizona chapters of the Association of Public-Safety Communications Officials (APCO) 
International and the National Emergency Number Association (NENA)

• Arizona Department of Homeland Security (AZDOHS)

• Department of Emergency and Military Affairs (DEMA)

• Arizona Department of Public Safety (AZDPS)

• Arizona FirstNet 

• Arizona Statewide Interoperability Coordinator (SWIC)

• Fire associations

• Law enforcement associations

• Sheriff’s association

External stakeholders are those that may benefit from the knowledge but are not a direct part of the 
public safety community. These consist of:

• General public

• County, municipal, and tribal governments

• Legislators

• Public health

• Special-needs communities

• Chief information officers (CIOs)

• Media

• City, town, and county associations

• NG9-1-1 service providers and vendors

Another key consideration for successful communication is consistency. Without clear, consistent 
messaging and regular touchpoints, both the message and the impact are easily lost. Arizona 
worked early on to determine the best communication tools to effectively reach its stakeholders, 
then established a cadence for those tools to ensure consistency. The State developed a high-
level communication calendar to keep communications on track and stakeholders aware of all 
9-1-1-related activities and initiatives—legislative or governance changes, funding opportunities, 
GIS efforts, text-to-9-1-1 progress, training opportunities, and the purpose, timeline, and impacts 
of the transition to NG9-1-1. A key communication method used by the State is the interactive 
tools on its website that permits tracking NGCS and CHE implementation progress, GIS coverage 
in the state, and the successful implementation of text-to-9-1-1 throughout the state. The proven 
success of this two-way, open communication plan speaks to the preparation of the Program and 
willingness to ensure it meets stakeholder needs.
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NG9-1-1 Roadmap Communication and Education Accomplishments

 9 Developed and executed a communications plan
 9 Engaged public safety stakeholders for NG9-1-1 roadmap feedback
 9 Updated the Program website
 9 Conducted quarterly meetings with the PSAP community
 9 Conducted outreach and education on NG9-1-1 and other emergency 

communication topic areas
 » NG9-1-1 data collection effort

 » NG9-1-1 RFP process (milestones, requirements gathering 
meetings, NG9-1-1 implementation status

 » Existing and new policies and procedures

 » Talking points for supporting the 9-1-1 fee increase

What’s next:

Communication and education outreach are continual efforts that help to create trust between 
the Program and the public safety community. The Program continues to provide opportunities to 
educate the PSAPs on the anticipated changes with the migration to NG9-1-1 technology.

Dependencies:

Active participation by the PSAPs and the public safety stakeholder community is required.

2.2.5 Cybersecurity
Cybersecurity is of great importance for all broadband-enabled devices and networks. NG9-1-1 
systems are no different and, in fact, command greater importance regarding cybersecurity due to the 
critical functions and services they enable. The cybersecurity landscape continues to evolve, and it is 
imperative that public safety systems be protected and managed to the highest standards.

The number of cyberattacks already perpetrated against corporations and public safety entities 
throughout the world is staggering; with each passing year, the number of these attacks continues 
to grow, as does the severity of the attacks.⁴ In the past 24 months, there have been 90 reported 
attacks on public safety alone and 199 attacks on local governments.⁵ These attacks range from 
security breaches of leaked sensitive information to ransomware attacks that down critical systems 
and applications and disrupt public safety operations.

Public safety agencies are encouraged to follow both the Task Force on Optimal Public Safety 
Answering Point Architecture (TFOPA)⁶ and National Institute of Standards and Technology 
(NIST) standards and recommendations as a framework to build a successful cybersecurity 
management process.

⁴ “134 Cybersecurity Statistics and Trends for 2021.” Varonis. https://www.varonis.com/blog/cybersecurity-statistics/
⁵ “Cyber Attack Archive.” Seculore. https://www.seculore.com/resources/cyber-attack-archive
⁶ https://www.fcc.gov/about-fcc/advisory-committees/general/task-force-optimal-public-safety-answering-point

https://www.varonis.com/blog/cybersecurity-statistics
https://www.seculore.com/resources/cyber-attack-archive
https://www.fcc.gov/about-fcc/advisory-committees/general/task-force-optimal-public-safety-answering


14

The critical nature of 9-1-1 systems makes them inviting targets for cyber-criminals. This, along 
with the ongoing attacks against public safety infrastructure, made the NG9-1-1 partnership 
selection that much more important. The NGCS/ESinet partnership with Comtech and PSAP 
CHE partnership with Solacom (Comtech) and Motorola Vesta (ATT) give Arizona and its 
localities two world class providers from the 9-1-1 space to help mitigate this risk. Their 
adherence to TFOPA, NENA i3 security, and NIST standards will provide the state and localities 
with the best network defenses currently available. While all risk cannot be eliminated and 
defenses must be constantly updated, these teams along with the commitment of state and 
localities to cyber awareness, training, responses, and recovery tools development provide the 
state of Arizona with the five-phased approach to cybersecurity preparedness that the NIST 
currently recommends:

1. Identify. Develop an organizational understanding on how to identify 
cybersecurity risks

2. Protect. Develop and implement appropriate safeguards to protect 
against known and unknown threats

3. Detect. Develop and implement activities to detect a cybersecurity event 
if protection fails

4. Respond. Develop and implement activities to mitigate a detected 
cybersecurity threat

5. Recover. Develop and implement plans for restoring services due to an 
incident

NG9-1-1 Roadmap Accomplishments

Cybersecurity was not part of the 2019 NG9-1-1 Roadmap. NG9-1-1 systems are closed 
environments and the vendors monitor these networks closely. However, in recent years with 
the increase in cybersecurity attacks, each PSAP’s networks are vulnerable and without the 
proper safeguards in place may pose a risk to the NG9-1-1 network and consequently other 
PSAPs on the system.

What’s next:

Many PSAPs in rural areas do not have the resources to conduct a full cybersecurity 
assessment of their county networks. State leadership is essential in coordinating and 
educating various county officials on cybersecurity risks and mitigation steps.

Dependencies:

Success is dependent upon a solid understanding of the risks that cybersecurity presents at 
every level of government, including small, rural PSAPs. Understanding the gaps and creating a 
strategic plan to address them should be top priorities.
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2.2.6  Technology and Operations

2.2.6.1 The Importance of GIS to Deliver NG9-1-1

In NG9-1-1, the entirety of the 9-1-1 call process is spatially enabled, and the appropriate 
routing of calls relies on the accuracy of the GIS data. The link between GIS and NG9-
1-1 will replace the antiquated static location methodology of legacy 9-1-1 systems 
with dynamic location services necessary to find today’s transient 9-1-1 caller. GIS data, 
analysis, and visualization are necessary to ensure that every emergency call in the NG9-
1-1 environment is delivered to the correct PSAP, the caller is located accurately, and the 
appropriate response is promptly dispatched based on proximity and availability to the 
emergency location. These complex, real-time GIS demands require capabilities far beyond 
those of commercial mapping applications such as Google or Bing maps. To meet the 
stringent requirements of NG9-1-1, GIS must be a core component within NG9-1-1.

GIS data is used before 9-1-1 services are needed in service address validation. Historically, 
the master street address guide (MSAG) was used to validate address information when 
new telephone services were requested. In the legacy 9-1-1 system, the MSAG is also 
queried to determine the PSAP associated with an address, which is provided by the 
ALI record for each telephone service account. The location address associated with 
the customer record for wireline service, or the latitude and longitude data provided 
by the customer VoIP or cellular service, is geocoded by the GIS and a query of a point 
(the caller’s location) in a polygon (the PSAP boundary) is performed on the GIS data to 
determine the destination PSAP for each 9-1-1 call. The address point and road centerline 
GIS dataset—when a property is attributed with address ranges—will fulfill these functions 
in an NG9-1-1 system and must be kept current to complete the routing process. Any 
updates to these datasets, including changes to existing address points or roads and 
the addition of new roads with new address points, must be updated locally, validated 
for cross-jurisdictional integrity and uploaded to the ESInet within 72 hours according to 
industry recommendations.

The implementation of a large-scale, statewide capability like GIS requires a tremendous 
level of effort, significant stakeholder coordination and collaboration, as well as adequate 
and sustainable funding. The Program needs to plan for a comprehensive GIS program that 
complies with nationally accepted standards, incorporating the needs of both 9-1-1 and 
state and local GIS professionals.

The Program committed to and accomplished the following, identified as strategic GIS initiatives:
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NG9-1-1 Roadmap GIS Accomplishments

 9 Established a consolidated GIS program to ensure all GIS data is Next 
Generation-ready

 9 Reviewed current GIS plans to identify gaps and expectations to meet the plan
 9 Performed in-depth GIS readiness assessments for the 15 9-1-1 systems
 9 Provided individual gap analysis reports to each 9-1-1 system
 9 Commissioned a statewide roll-up report with guidance to the Program on 

next steps to further NG9-1-1 GIS efforts across the state
 9 Established a GIS position with the Program
 9 Developed a fiscal year (FY) 2023 plan for increasing GIS capabilities within 

the Program to support local and regional GIS data maintenance
 9 Implemented cross-agency relationships to facilitate GIS collection, validation, 

aggregation, and dissemination (e.g., AZGeo, AZDOT)
 9 Created and updated NG9-1-1 GIS standards, workflows, and related training 

for local agencies

What’s next:

• Work with jurisdictions unwilling or unable, through limiting legislation, to share GIS data 
with the rest of the state to share GIS data for NG9-1-1 to support statewide aggregate 
NG9-1-1 GIS data

• Work with local GIS leaders to establish minimum standards for GIS data server access, 
availability, and backup and recovery plans to ensure NG9-1-1 GIS data availability

• Hire GIS professionals to offset GIS staffing gaps in the 9-1-1 systems and local jurisdictions

• Provide continuity of operations, strategic plan, standard operating procedure (SOP), 
memorandum of agreement (MOA), and SLA templates for local use in implementing these 
new standards

• Facilitate coordinated digital or table-top planning sessions between 9 1 1 systems to 
review boundary areas of concern

• Support the collaboration with outreach on the importance of governance to cooperative 
GIS data maintenance and to the leadership at local government and tribal communities on 
the need for leadership support for NG9-1-1 GIS data maintenance

• Develop and deploy an outreach plan to assist tribal councils, counties, and municipalities 
with revamping of addressing programs

Dependencies:

Increasing the GIS capabilities within the Program will require approval of the FY2023 budget request 
and is dependent on the availability of qualified GIS professionals with NG9-1-1 GIS experience. The 
latter is a nationwide risk factor identified by the National 911 Program.
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2.2.6.2 NG9-1-1 Network and Core Services and Call Handling

In January 2020, the Program officially kicked off the NG9-1-1 migration project. The first step was 
engaging stakeholders in four regional stakeholder meetings to capture critical feature functionality 
for technical and operational requirements for the NG9-1-1 system. The challenges identified during 
these sessions ranged from availability of diverse network providers in the rural areas, lack of 
mapping data where traditional addressing does not exist, the cost of providing NG9-1-1 to every 
PSAP, and E9-1-1 vendor attachment.

NG9-1-1 Roadmap NG9-1-1 Technology Migration Planning Accomplishments

 9 Conducted four regional stakeholder meetings
 9 Defined detailed technical requirements and conceptual solution 

design with input from local users
 9 Released an RFP for NGCS, ESInet and hosted call-handling solutions
 9 Evaluated a number of vendor solutions
 9 Entered into a statewide contract for NGCS and ESInet 
 9 Entered into a statewide contract for multiple NG9-1-1 hosted call-

handling solutions
 9 Achieved buy-in from local PSAPs for NG9-1-1 solutions by engaging 

them in the RFP process
 9 Deployed statewide text-to-9-1-1

What’s next:

The state migrates to NG9-1-1.

Dependencies:

• Current solution and incumbent providers are hesitant to release PSAPs from current contracts

• Current incumbent providers are less than cooperative in assisting in the grooming of PSAP trunks

• Due to transport costs, some originating service providers (OSPs) are finding it difficult to attain 
connectivity to the new points of interconnection (POI) aggregation locations

 » Network diversity in some rural PSAPs is still a challenge. Along with the use of federal 
and state grants to fund redundancy to underserved areas some additional ideas are:

1. Add requirements to provide physically redundant connectivity to local PSAPs in 
areas where Rural Digital Opportunity Funds (RDOF) are used for expansion

2. When Broadband providers look to expand in more urban areas add contingencies on 
delivering physical redundancy to PSAPs that may be on the edge of the new service area

3. As Fixed Wireless Access (FWA) usage for Broadband becomes more widely deployed 
implement it where last mile physical diversity is unavailable or is cost prohibitive
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2.3 Future State NG9-1-1 in Arizona

2.3.1 Arizona NG9-1-1
The State has begun the transition to 
NG9-1-1 services to the PSAP communities 
across the state. NG9-1-1 will come in two 
parts—NGCS and new CHE. Through the use 
of NGCS, the State will be able to offer a 
seamless, coordinated, and efficient NG9-1-1 
system to its local PSAPs.

The Program has also established a statewide 
contracting vehicle to allow PSAPs to procure 
NENA I3-compliant CHE.

2.3.2  Deployment Overview
Arizona is deploying a Comtech ESInet/
NGCS using the state’s accurate GIS 
information, along with options of managed 
hosted CHE from Solacom (Comtech) and 
Motorola (ATT), offering Arizona’s PSAPs 
CHE options.

The deployment is a revolutionary hybrid deployment strategy using local resources, private 
local and hosted data centers, and public cloud instances to provide all the required functional 
elements that comprise an NG9 1 1 network.

Local Resources

• GIS data from the Arizona GIS repository

• Local copy of all functional elements in the Maricopa region serving as a fully functioning 
statewide backup

Regionalized Data Center Resources

• Security and routing functional elements, including the Emergency Service Routing 
Proxy (ESRP), Policy Routing Function (PRF), and Border Control Function (BCF)

• Call-handling host with Solacom (Comtech) and ATT (Motorola)

Cloud Resources

• Routing and location functional elements, including the Emergency Communications 
Routing Function (ECRF) and Location Validation Function (LVF)

Benefits of NG9-1-1

NG9-1-1 is required to support all modes 
of communication available today and in 
the foreseeable future. NG9-1-1:

• Improves efficiency of 9-1-1 call 
routing and response

• Improves public safety
• Improves responder safety
• Provides improved access for 

underserved communities and the 
Deaf and Hard of Hearing/Speech 
Impaired

• Allows for improved collaboration 
with other public entities that align 
with first and emergency responders
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2.3.3 NG9-1-1 Deployment Timeline
In June 2021, Arizona contracted with Comtech for ESInet deployment and the provision of 
NGCS in the state. The Program maintains interactive dashboards on its website that detail the 
implementation status across the state with forecasted timelines; an example of the data is 
shown below and reflects progress as of July 26, 2022.

Arizona Next Generation Core Services Implementation Timeline
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3  CONCLUSION
Recognizing that the state was at a transitional point in its history, the Program sought to better 
understand its strengths and weaknesses as it started the journey to NG9-1-1 implementation. 
Leadership procured an independent Program assessment, and staff utilized that assessment 
data to host a facilitated stakeholder-driven strategic planning session with a goal of providing 
feedback for the creation of the NG9-1-1 strategic roadmap. The NG9-1-1 roadmap provides guiding 
steps for the Program to move toward its strategic vision to ensure the delivery of equitable 
statewide 9-1-1 service built on standards and best practices. The vision shown in making the early 
decisions to perform an assessment of the current state followed immediately with the subsequent 
steps to move from current to future state is a shining example.

The state of Arizona is not just modernizing its 9-1-1 platform. It is a visionary look into how 
to build a system that leverages the cost-effectiveness of hosted solutions with local backup 
capabilities while keeping an eye on the future as it looks to utilize the nationwide interoperability 
NG9-1-1 provides. The state of Arizona is constantly looking for cost-effective measures to utilize 
technological enhancements to ease the burden on Arizona PSAPs and ensure that all 9-1-1 calls 
are answered and acted upon quickly. Arizona is not just talking about this—it is leading the way 
by recently completing the first successful state-to-state NG9-1-1 full i3 test of its kind with 
neighboring Utah and doing this even as Utah is operating an NGCS from a different provider. This 
is the first of its kind to fully deliver i3 location with the calls and, in the near future, could be an 
extra layer of redundancy utilizing neighboring states in regional partnerships to provide backup 
for each other in times of outage or crisis. These deployment models that were just ideas a few 
years ago to reduce cost and provide backup across entire states are becoming a reality and being 
led by the state of Arizona and its vendor partners.
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APPENDIX A – NETWORK DRAWINGS
Arizona Legacy E9-1-1 Network Drawing
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